www.sglsec.com

Termux
INEE

int main() {
char const* text =

printf( , text);

int prio = ANDROID_LOG_INFO;
char const* tag =

__android_log_print(prio, tc

$ gcc -1llog hi.c -0 hi

$ ./hi

hello, world

$ strace ./hi 2>&1 >/dev/null | grey
write(1, "hello, world\n", 13)

$ logcat -s hello_tag:*
--------- beginning of crash
--------- beginning of system
--------- beginning of main
I/hello_tag(18229): hello, world
I/hello_tag(18237): hello, world

R




hR X 7= BA

17 EFFREAE Termux, MAIERRSESEZENEH, TERHZTE 18 FNE—METHWEERY
T=RBHRATERE—MXE, REXEMKEELERIIIME, BEEIRRRENNVNMEERMRE
AOIFIeE M T, SNXEXENTCHSESZ, MEAXNEERERE TI1505kEAT, XFHEBE
Z¥AHZ7T., BCETRERNESERNECINE, WERREREEZCUHC CritvVRELDH, FEEIR
¥, WENBAIRR, #NNERAXES, RAENBRINPEXNSETE, ERRBEEER
Bll, RIPRBIMINEMFEM AR, tomorrow is another day! MR AEHH S| BINIE & ERIAXE
&b

Termux SRZIFLZEEREEIIE

https://www.sqglsec.com/2018/05/termux.html
) s—J b, <IN
— ~J O3 /i

ZRIAFNAPARNBLNEHENT R, EXITE7T/IMAEH PDFRA, HEAEKBATFER,
AR LR R F

EBERM PDF: Termux \[J15E (Vue )

A&EE S PDF : Termux \| J3E8F (Github B)

macOs light X4& : Termux A\ [ J#EE (macOS H)

Gothic 4 : Termux \ [ 1355 (E49465%)

BHRENEELERMBEAMMEEEN TRE Temux iR, AMIE—MEELERMEE, Termux
MREZERBEARE, MNAEREMEEZAENMBRELAET ., WEENHBBEILT 11
Temux B, MBTHEBEARNEF, B—1TEE, GUARAIE, BEANKIE., iF7TEAZIH, HEFR
T, RERNAUEBEIAREK,

Termux {1t

p&=LicES

o Termux EM

e Github InBithht

o BEHZEY WIKi XY
T Ekthik

e Google Play Taiithit
e F-Droid Fjihit
o [t Tt

Google Play FHBMRALLEE R ZER, MEBGXRLZEBRAE, FENNBERENERZRT
#Google PLayhie A8y, #AFZEIE F-Droidhi A, &EBZERAIIRSSHEERRA,



https://www.sqlsec.com/2018/05/termux.html
https://sqlsec.lanzous.com/ibuzbmj
https://sqlsec.lanzous.com/ibuzaij
https://sqlsec.lanzous.com/ibuzb9g
https://sqlsec.lanzous.com/ibuzaub
https://termux.com/
https://github.com/termux/termux-app
https://wiki.termux.com/wiki/Main_Page
https://play.google.com/store/apps/details?id=com.termux
https://f-droid.org/packages/com.termux/
https://www.coolapk.com/apk/com.termux

Termux 2—> Android T—PERMNRiIHENZE, FREEAREE root, X apt BEHHEE, +95

BRI, TEXH Python, PHP. Ruby. Nodejs. MySQLZ, FEEEBEIRFHIT RANIEEERY
U, WMSEIFAN. FIRENEHITESIAR T HRREITENOESETE, FROEITIE DIY #91E
SEA MEFNER—TBARIRE LA,

a1t
FE—IREhTermuxfIIHEBEMIZIZARSZ 2 MBEIE, A eERIBE X a)
Ubable to install

Termux was unable to install the bootstrap packages.
Check your network connection and try again.

B Termux e 5 iTFi2 MR % 2=tk 2 http://termux.net/bootstrap/

Unable to install

Termux was unable to install the bootstrap packages.

Check your network connection and try again.

ABORT TRY AGAIN

BRIRZE MM

1. VPN 2BRE (HIhERERS)
2. WIRMRZE WiFi FEEIRREZERRE (B—ERINER)

ERRE

EARIETREST— T, TAELME.
1) BT

A DMERBRFEIFRBEFAARN, XIZ RIEBARLE/NR R AR IE,


http://termux.net/bootstrap/

17:34 0.4K/s<7 R © .l Sl = (@B #

$ uname -2
Linux localhost 4

KRR

KERSZFLEREBN (BEEH. #Hlh, B2) , HEBNHTENNEMM

Copy Paste More.. HEEESIEEEIEINS SIS ENIRP,

droid

More ZZERAUIRARUNT:

KRR

— copy: # Sl
F— PASTE:  # %04
— More: # BZ

— Select URL: # IRENFRFTA ML

L— Share transcipt: # DEaLHIA

L— Reset: # BB

L— Kill process: # REDBIRIEHTE

L— style: # NARELE HFEEHITRR
L— Keep screen on: # RIEREER

L— Help: # EBBNSCAY

SIREHE



ETREEASH, TR, Dk, EH821EsessionfEABEENE
0.7K/s <7/ B © .l Sl =, (B8 #

[1] &i&1

[2] &iF2

[3] &i&3

KEYBOARD NEW SESSION

CTRL ALT

BB EANdroid Y@ AN1= At e] A B I H Rl Termuxizi TR S TEE:



INKIZTN
FIHREIER

Termux
3 sessions

= iR

= RBEPCHE AR ESCHE. Tabi., CTREE. ALTE, B 7 XEIRBEANRSHIIBERE
RURRER, FRATermux/GERIMRABINGE R ERX T RINEER#EN, (18FNIHEREIAZ R ZRH)

ALT

FTAMREX N RINGEREERNE TEMRMAIE:
HiE—

MZERA B, ERRER S KIRZ T A KEYBOARD
HiE=

{#F Termux RIFHE: T8+ +o B PH T8+ +x B

SRR ERRRE Termux FENMRAEIFEEXR, #FERAXE DAMEE) - TERERR
B X—I\T,

BEhhFR

XEEMANRER TE—THMAMNT, Linux BRNZT MSBISREEET.



IRIFHER

ctrl ERXRIGAF EANERRE, EXSHMRRIBLIBXTRE, ELt Termux £/ S22
el cerl B2, BIA0, ERMIRREE HIREFSR/) - LIIESTERE iR cerl + LAORR—HF, &
FBROBR.

e ctrl + A ->YENAFREEIRITE

e ctrl + c -> HIFHFIHHE

e ctrl + D -> FHHZRIHFRIE

e ctrl + E -> JFNIMBENEITRE

e ctrl + K -> MHHIBREITRE

e ctrl + U -> MEIRMIBRREIITE

e ctrl + L -> BElRKRiIR

o ctrl + z > (RESIGTSTPEI) ZpiiHiz

e ctrl + alt + ¢ >FIAFRE ((NEBT EERE)

EEMRE BRI AN ERERALN 5HE .

e HF=EM + E ->Esci

o FEM + T ->Tabil

o TEM + 1 >F1 (FEIEM + 2 — F2..LALEH)
e FEM + 0 ->F10

e EZEiN + B ->Alt+B, {FMreadlinefiRE— 817
o ZTEM + F ->Alt+F, {FMreadlineff#&—1 &84T
e =0 + x ->Alt+X

o FEN + w -> [ LFLE

o ZTEM + a > [ALELE

o TEM + s > TEXE

o EZEl + D ->MAETLE

o TEM +L->| (BEFEW

o TEM +u >~ (KRSFEFN)

o ZEM + u ->_(THEFER)

o ZEM +P >

e TEM + N ->F—I;

e =N + . ->Ctrl+\ (SIGQUIT)

o ZEN + v ->EBTRESERH

o FEM + o -> UHRERINEERM

o TEM + K > PJIRERIITHEERME

e R AR BT th AT LR A SR R (AR
AN A
BEARmS

Termux BRT3ZHF apt @<5h, MTEULLEML EHERT pkg #8%, pkg @L[E FFHRE apt <. apt
MLYARKNMIZHLERAE T, XEERERENNTAT pkg @<



pkg search <query> # BRE

pkg install <package> # ZEE

pkg uninstall <package> # HEHE

pkg reinstall <package> # BERES

pkg update # BFR

pkg upgrade # FREREE

pkg list-all # FIHARALRIE S

pkg list-installed # FIHBERLRNE

pkg show <package> # EREDTENFHER

pkg files <package> # EREDEERHFRER

ESBINAKER pkg 882, BN pkg s LBRLZERNIEZERIMAT apt update &<, REH
&

R

R T7EE LR pkg @BRLEERIELAIN, MRHEAIE .deb MEUEBXH, HAILMER dpkg #HITR

At
<o

dpkg -i ./package.de # ZE deb B
dpkg --remove [package name] # ENEE{EE
dpkg -1 # BEEELERNE
man dpkg # BERFMANE

B4

echo $HOME
/data/data/com. termux/files/home

echo $PREFIX
/data/data/com.termux/files/usr

echo $TMPPREFIX
/data/data/com.termux/files/usr/tmp/zsh

KEAER Linux WAARAIRER &I, X THOMERIZE EANMENBMIHNARN—1, XN T HE

Termux RIEEVISTHRIVIMEE S,

Ues B 1:44

uname -a
inux localhost 3.18.91+ #1 SMP PREEMPT Thu Jan 25 02:43:49 UTC 2018 1686 Android
echo $PREFIX




Android 10 LA TFhRZs

Andorid 10 LATFRIRRAZ FIBAEE{EMnetstat &8 TH), XEFRAIUAENEFROARER

# BERBIRO

netstat -an

# BEE 33065 OMNFRIER
netstat -an|[grep 3306

B netstat -an

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address ForeiorgAddress

0 192.162 1a 74 A

0 192.168.1¢€
0 192.168.10..
0 192.168.10)

0 192.168.1('

Android 10 hJRZ&

State

TIME_WA
TIME_WA
ESTABLI
TIME_WA

ESTABLI

Andorid 10 lRAEITermux FRIAER{EM netstat -an 2, EXMNBRGEERE— nmap, &

EREAIRD (ZEB%F)

# TZEnmapis [i3mHEs
pkg install nmap

# AR
nmap 127.0.0.1

£/ nmap &R{F ARTR 2%, ERXAZETER (FF: TXERE )
P netstat -an

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
2 nmap 127.0.0.1
Starting Nmap 7.80 ( https://nmap.org ) at 2020-04-20 10:36 CST
Nmap scan report for 127.0.0.1
Host is up (0.0024s latency).
Not shown: 996 closed ports
STATE SERVICE
open mysql
open oa-system
open http-proxy
open cslistener

Nmap done: 1 IP address (1 host up) scanned in 0.57 seconds




HMECE

ERERARYF, HMEEDAT. (B#H)

EIRENR

{£M pkg update BFT— FHIIMRAZIMBIANELRMEERIE, EXTIESEFRARN, B IEMUEF
TOFRE, ZTEMSERMENR Termux FEARZIRT, MRRESETEHER.

hiE—: BabEm (EEF)
AR T 82 BHEBRESEN TUNA B
pkg update FENESHR/UREE FERTFHES

sed -1 's@"\(deb.*stable main\)$@#\1\ndeb
https://mirrors.tuna.tsinghua.edu.cn/termux/termux-packages-24 stable main@'
$PREFIX/etc/apt/sources.list

sed -i 's@”\(deb.*games stable\)$@#\1\ndeb
https://mirrors.tuna.tsinghua.edu.cn/termux/game-packages-24 games stable@'
$PREFIX/etc/apt/sources.list.d/game.list

sed -1 's@"\(deb.xscience stable\)$@#\1\ndeb
https://mirrors.tuna.tsinghua.edu.cn/termux/science-packages-24 science
stable@' $PREFIX/etc/apt/sources.list.d/science.list

pkg update

BRI A AT pkg update T, (LB RAF T 1E.

RiEZ: Fahfg

HERAAERRET Termux BRI AYGRHEZE, FI90 vi / vim / nano FEEREEXH, ~EEA
RE EIEEFHEASR ROOT tXFRAVIMER APP K1 Termux RIS H

J@%E SPREFIX/etc/apt/sources.list BN TRHE

# The termux repository mirror from TUNA:
deb https://mirrors.tuna.tsinghua.edu.cn/termux/termux-packages-24 stable main

JR%E S$SPREFIX/etc /apt/sources.list.d/science.list RN TAE

# The termux Tepository mirror from TUNA:
deb https://mirrors.tuna.tsinghua.edu.cn/termux/science-packages-24 science
stable



J5%E SPREFIX/etc/apt/sources.list.d/game.list ERANUWTAR

# The termux repository mirror from TUNA:
deb https://mirrors.tuna.tsinghua.edu.cn/termux/game-packages-24 games stable

RREMTIA

BB ZEREERTHEZE—LEEATAIE, XETEEALZ Linux REB®H, EXN Termux i
THRRAREK, BMARRETXETEN, HITTEMNGSRRZE:

pkg update
pkg install vim curl wget git tree -y

E il iR

1£ Termux v0.66 FIRRZA Z 5 TRI LAI@IE ~/ . termux/termux.properties NXHEREFIFKAINE R
IeEIREE, BARAEEXITXHEHN, HINEECEREIE—TXTXH.

TEMEHEREE— XX
vim ~/.termux/termux.properties
SESYSE
extra-keys = [ \
['ESC','|"',"'/"', "HOME", "UP"', "END"', 'PGUP', 'DEL"'], \
['TAB', 'CTRL", 'ALT', '"LEFT', "DOWN ", '"RIGHT', '"PGDN"', 'BKSP'] \

]

EFTRRREXHE, EE Termux appERELE

HOME 17 END PGUP X®

ALT d — PGDN &




AIMEEBARSHRNFRS, G EENGFHH | M2 —TFRH, LI Termux BEHET —LL45
TRIREE, AN LEFIFHH Esc MiE Termux BFAUIRE, SSEMSHRIZERAOT:

R 58
CTRL SRR
ALT kIR
FN 1SR
ESC R 5
TAB RIGHE
HOME JRIZ5E
END LR
PGUP s
PGDN TEITIHE
INS B
DEL Al pR 52
BKSP LN
up Hag
LEFT Hag x
RIGHT Ha A
DOWN EICIE A
ENTER [BlZE=%2
BACKSLASH RFAT \
QUOTE 5| S
APOSTROPHE 5| S
F1~F12 F1-F12#%58

FEFIHEN=THARRTNE—T RS REEMNREXPILE—R, BIREBRIRE.
TEEEYHKEBREXR:



extra-keys = [ \
['ESC','["',"'/", """, "UP", "QUOTE"', 'APOSTROPHE '], \
['TAB', 'CTRL"', '~', "LEFT"', 'DOWN"', 'RIGHT"', '"ENTER'] \

LimbcBH F

BIZSIG B et . https://github.com/Cabbagec/termux-ohmyzsh/

ZHIARTEE(FERT zsh K bash fERERIA shell, HFEZIFEENFAER, BRNEEETINEE
i, AILAEIZSRISDETRIB R, £HERIAN agnoster, EAEENEAIAN Tango, FARERIAN
Ubuntu,

WAT FTEXTGHLWREZLLEE T curl <

sh -c¢c "$(curl -fsSL https://github.com/Cabbagec/termux-
ohmyzsh/raw/master/install.sh)"

MREANAATINAONER, HIW port 443: Connection refused MLEBBIAIIER, AT FTEE
FeERRE RNt A e < BN AT

sh -c¢ "$(curl -fsSL https://html.sqlsec.com/termux-install.sh)"

Android6.0 A E ZSEEFRIAR S RINAE X, Rifi thR R BAINE Termux FIASERITABISDFX
.


https://github.com/Cabbagec/termux-ohmyzsh/

FEB1F Termux 5 A LA TRIS?

B EEREFLHBRRRXME

B4

FAl App BUIAREETR BB CREHE, WRELEFEME, FEBRR, WRERINASNORTIE
BRYTE, FBARTIAHATIA T a2 REFIRENA AN R:

termux-setup-storage
AR FRAERIM TR TIELL

Enter a number, leave blank to not to change: 14
Enter a number, leave blank to not to change: 6

PaERE et Ml FEEX, ERTermux appEEREE. MHENINIEIEE, BEUREELEHEE
HEE, AMRETESSRKEINNNEEREHSE:

REEDH:

%N chcolor IR BMBEMFL, TE: ~/.termux/colors.sh ip<

REFE

1517 chfont BIRFIR, FE: ~/.termux/fonts.sh Ap<

Sl B R PEE



PATE FEN—RESHAE, HEBF Termux SXHIHEIIRNIE, STESRBRERM storage BE,
FEHERETER, REEHEQIIEFFERIOENEZ:
tree

storage
dcim -> /storage/emulated/0/DCIM
downloads -> /storage/emulated/®/Download
movies -> [storage/emulated/0/Movies
music -> /storage/emulated/0/Music
pictures -> /storage/emulated/0/Pictures
shared -> /storage/emulated/0

termux-ohmyzsh
LICENSE
README . md
install.sh
termux-ohmyzsh.png
update.sh

8 directories, 5 files

BIEQQII KR E R

FH L —RREBERFNQQARIRWM X B R T HEX L4 EIRFE storage B R FEIEIRHEE.
QQ

ln -s /data/data/com.termux/files/home/storage/shared/tencent/QQfile_recv QQ

TIM

Ln -s /data/data/com.termux/files/home/storage/shared/tencent/TIMfile_recv TIM

Ls
QQ storage termux-ohmyzsh

cd QQ

00 1s

flag. txt

ESC CTRL ALT

SREBTINEISTE home B3 FATHEQQXHR, AAIRA T THEMCE.
zsh T Hifd &

RERERTH .zshrc BEEX M



$ vim .zshrc

F—ITAIUER BIANERZ agnoster TR

19:18 0.3K/s< B © .l Zill = @ #
lSH_THEME="agnoster"

# If you come from imgsh you might have to ch
ange your $PATH.
# export PATH=$HOME/bin:/usr/local/bin:$PATH

iﬁﬁiﬁfi&i@’%@%ﬂ’l ﬁﬂ%ﬁﬂﬁ%?ﬁ&ﬂﬁﬂi@ﬂ’mﬁ, ﬁB/A?:E .oh-my-zsh/themes EZ:%—FBQ
& oh-my-zsh FIAMN T IR EXH, REBEIAG agnoster B AEMATIMHZENIF, TEEE
AR BB LR E R

~/ .oh-my-zsh
CODE_OF _CONDUCT.md custom templates
CONTRIBUTING.md lib themes
LICENSE. txt log tools
README . md oh-my-zsh.sh

cache plugins
~/.oh-my-zsh master M |
ESC P CTRL  ALT

# u0 a387 @ localhost i1n ~ [19:25:18]
$ 1s
QQ storage termux-ohmyzsh

0_

a387 @ localhost 1in ~ [19:25:19]

# U
s i

ESC CTRL ALT




9 ~ cd termux-ohmyzsh
¢ termux-ohmyzsh git:(master) ls

LICENSE install.sh update.sh
README.md termux-ohmyzsh.png

9 termux-ohmyzsh git:(master) |

ESC P CTRL  ALT

FHLERZ, ERXEMAINET, BMBARAIU—TTEREEE., SARAURGFBENTSHE, 7
MEIR random B, BITH— 1S IEEC & 3 FEL 2 FENLAY.

ZSH_THEME="random"

zsh 1HEHETE

zsh ZRTARIRIMER T P ENERMNA, Z—TREEMEEANEGT . TEE IS —MEREAN
WENTERE, BESBANBESEARBCERE.

autosuggestions

RIFEAFPFRERSR, KinsBRTE FRUEERANGS, X TLMERNEERILRS
HY:

# #0323 plugins BET
git clone git://github.com/zsh-users/zsh-autosuggestions
$ZSH_CUSTOM/plugins/zsh-autosuggestions

& ~/.zshrc HEE:

plugins=(EtAViEYE zsh-autosuggestions)



shell startUp.
plugins=(git zsh-autosuggestions)

source $ZSH/oh-my-zsh.sh

# User configuration

# export MANPATH="/usr/local/man:$MANPATH"
.zshrc [+]

CTRL ALT

BN zsh s LEMECE:

B 1s

QQ storage termux-ohmyzsh

= i

ESC CTRL ALT

AIMERENBRS T —" v EENSLHMEDRTHET, XMERER A/HEE, £ Termux 2E
RIRERZE FEM + 0, MAMERMIESS

s
(R =R D355

BIANBENERIEN T
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Welcome to Termux!

Wik1i: https://wiki.termux.com
Community forum: https://termux.com/communit
y

Gitter chat: https://gitter.im/termux/te
rmux

IRC channel: #termux on freenode

Working with packages:

* Search packages: pkg search <query>
* Install a package: pkg install <package>
* Upgrade packages: pkg upgrade

Subscribing to additional repositories:

* Root: pkg install root-repo
* Unstable: pkg install unstable-repo
* X115 pkg install x11-repo

Report 1ssues at https://termux.com/issues
XA BENHRIBERININ T2 EE—EA0MED, (BRIEERM] Termux HIRE, X NERIARIEIZER
LRELEBERN . REREX N E RSN EH R RIRE:

vim $PREFIX/etc/motd

1EEN eI R T



el 7K/s <7 B © .l 201l = ¥

BEBMHNRIENIHRE LEMSEERS . HAMRBEEIITRR? W TEHEEEHSEMN,
FIAE 12 E HlaNE:

[ 17 _\ /
I /1 11
[ L W S B

HBINEE G B

SERR E Termux AFEE root SRR B ST EFRVRIEN, ARAUXS root IAMRLIE, AXH
BRIEEAR LRBPREIFHNERE root ML,

FHligBroot

FF proot AIARFHIZAE rootlI A RAELI—roothVIME, XEBEXTEZRLZ MM Linux X RFEHE
FRIEHL,

pkg install proot -y
NEEIANEIETIAN
termux-chroot

BIRT4&HL root 3R, 1ZIMRE(S Termux FREMLINUXXE RS, BEAZEIEMN root,



;7\C?EJU351

7EL CTRL ALT

B exit FIEFEBAFHXHEHRE,

FHELZroot

T tsu, XB—1 suld Termux R4S, 2—1TEIEMrooti R, ARFEtermux L& su, BIEL
B EEXSFHNELENE, RAEATRT, MUNLEDRERE:

pkg install tsu -y
LS ANEE TP
tsu

BIRIE#R root A, X PMEHMERIEE root BAIER, 8FH root MR, WREWT:

whoami
ud_alis

tsu

whoami
root

U
AEEASNT, WA exit AINEIEBAF 5. TEAXZEIRITE root fSURAVIRIE, —LKER
THAUSETSHRE, ZERE root WAREM M BLETERMMYE, EXXEMRBRERRE,

HERHIR

Termux ZFFRUFF R MHIRERE, AJIU5ERMETT C. Python, Java. PHP. RubyFHF&LWIE, EiGEE
RAEZE CHEENFT RGN,

JmiE A

ESRERIEFITE—TRiESE, FREETRNRREIN, Termux XIFZMMEE:S, TE2AUHERRE
ERHTEX.

Emacs



fEWEMacsEMANRIESS, EXCHRXMNRIGEASERL, B2 Termux EAELHRG T Emacs
T, BiRRERMZHEARS:

pkg install emacs

nano

nano B— V\MIEMRIER. BRUT: IS T, STR, BH/EHM, BEE., ThSS
IeE

B RERMRE R
pkg install nano
Vim
Vim #iR a2, B L Linux RITAREEBE® Vim, XTENXERATREZREKT, WRIR
RRRENE, JUERNTHIRE:
pkg install vim
HEEALEZFET vim-python, IFPythont8xI1L,
pkg install vim-python
BRI FELE
NRIRAVIMITFEIRFHINELRBRIE, BRATERER(-)TME vimre X4
vim .vimrc
WINAENT:

set fileencodings=utf-8,gbh2312,gb18030,gbk,ucs-bom,cp936,latinl
set enc=utf8
set fencs=utf8,gbk,gh2312,gb18030

PRIE source T E:

source .vimrc



0.36K/s [l % © ¥ 2 74% & 6:04
create_date = '201

def (self):
(Poc, self).__init__(Vuln())

def (self):
try:
self.output.info('HUWGXT {target} 371 } BYHiE "' . format(
target=self.target, vuln self. vuln))
filename_list = [ s 1','ma', 'caidao', 'yi','a’', 'muma’', 'dama’, 'xiaoma’]
filetypt_list = ['. ','.php',"'.aspx','.asa !
for filename in fllename list:
for filetype in filetypt_list:
webshell = filename+filetype
request = requests.get('{target}/{payload}’'.format(target=self.target,payload=webshell))
if request.status_code ==
self.output.report(self.vuln, '%Z Il {target}iF7E {name}/fi/dl'.format(target=self.target,name=self.v
1n.name))
except Exception, e:
self.output.info( ' H1iT7F {}'.format(e))

(self):

.self.output.info( H9aXy {target} 71T {v } JmARFI AR ' . format(
QQ/info_shell.py

Vim i
Termux Vim B Tl FECE:

ls /data/data/com.termux/files/usr/share/vim/vim82/colors

desert.vim morning.uvim shine.vim blue.vim elflord.vim
murphy.vim slate.vim darkblue.vim evening.vim  pablo.vim
industry.vim peachpuff.vim torte.vim delek.vim koehler.vim ron.vim

zellner.vim

EerMEE—MTER—T, T2a LEIXFELERE, REXRER T .vinre XH4:

vim ~/.vimrc

FEMTAS:
set nu " EBRIS
colorscheme desert " B
syntax on " IIHEES R

THZECHEERNL T e ETRR, B

RERARAIME S — &0
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__hame == =

(define.ORANGE+define.banner)

if (sys.argv) < 2:
(define.ORANGE+define.usage)

elif sys.argv[1] == :
(define.BLUE+ BX")
creat_x1lsx()
[ip(s) for s in ipaddress.ip_network( (sys.argv[2]),
(define.BLUE+" [ ] )

elif sys.argv[1] == 3
(define.BLUE+ )
creat_x1sx()
[ip(s) for x i

) (sys.argv[2]) for s in ipaddress.ip_network(x.strip(),
(define.BLUE+

10:08 «e0.3K/s 3 © Ll Sl R 4

if len(sys.argv) < 2:
print(define.ORANGE+define.usage)

elif sys.argv[1] == '-i':
print(define.BLUE+"[*]FF2&HMER")
creat_xlsx()
[ip(s) for s in ipaddress.ip_network(str(sys.argv[2]),False)]
print(define.BLUE+" [*]#MEXZEEE")

elif sys.argv[1] == '-f':
print(define.BLUE+" [*]FF#4#MEX")
creat_x1sx()
[ip(s) for x in open(sys.argv[2]) for s in ipaddress.ip_network(x.strip(),False)]
print(define.BLUE+" [*]#MEXSEEE")

00e0.2K/sB © Ll Sl B #

__hame == :

(define.ORANGE+define.banner)

(sys.argv) < 2:
(define.ORANGE+define.usage)

elif sys.argv[1] == 2
(define.BLUE+ )
creat_x1sx()
[ip(s) for s in ipaddress.ip_network( (sys.argv[”]),
(define.BLUE+

elif sys.argv[1] == :
(define.BLUE+ )
creat_x1sx()

[ip(s) for x in (sys.argv[2]) for s in ipaddress.ip_network(x.strip(),
(define.

"hello.py" 26L, 632C

ESC e

Apache

Apache@— RN TIARSS 2 FaMREed, ®OZER, EXRITHIWebARSSZFER
HZ—,




%3 Apache
pkg install apache2

[25h Apache

apachectl start

SRE N ER158): http://127.0.0.1:8080 JHAIEBMINEED:

...0.3K/S* ,@ .lll '::)“ c‘?\. @ *

() 127.0.0.1:8080 (3)

It works! e

Termux B#HAY Apache FIMIAERIAER RN

/data/data/com.termux/files/usr/share/apache2/default-site/htdocs/index.html

{1k Apache

apachectl stop

&3 Apache

apachectl restart

Apache f##f PHP

BEsAApache, PHP, MySQL#ESRRINZ&ATIE, BBAIMERERELF Apache BT PHP ZFFIAIA$TE
— Android & 8 LAMPPEAT,

Z 3 php-apache
2RiAK Apache RIEHERRIT PHPH), BIBEERRIENAE:



pkg install php-apache

Bic & Apache

Termux _£#Y Apache ERIAECE X HRIERZ N
/data/data/com.termux/files/usr/etc/apache2/httpd.conf

BiRmEiEXX
vim /data/data/com.termux/files/usr/etc/apache2/httpd.conf
REXHEEEZR PHP IRBRXAREIR, FRAFERAIFINRIM PHP7 AURRIR:

LoadModule php7_module
/data/data/com.termux/files/usr/libexec/apache2/libphp7.so

AERNLXME T HRINER S, ATUT:

<FilesMatch \.php$>
SetHandler application/x-httpd-php
</FilesMatch>

BEEKEE THEEXHERRERINETIRMT, BANRI index.php FBIAETIAININIEE:

<IfModule dir_module>
DirectoryIndex index.php index.html
</IfModule>

XRAWIEEFIEIAETIRZ index.php, REE index.php RAS BT index.htmIBCAZINE
mT,

&5 Apache MIERE XX H/S, 1C18{EM apachectl restart EJE Apache fRSS, ARBRXMIHEEA
MENEBEARE T :

Apache is running a threaded MPM, but your PHP Module is not compiled to be
threadsafe. You need to recompile PHP.
AHO0013: Pre-configuration failed

AEREBTA, TERBRIN D
2R Apache PHP 158

FHEI AT

LoadModule mpm_worker_module libexec/apache2/mod_mpm_worker.so



ot iERE N

#LoadModule mpm_worker_module libexec/apache2/mod_mpm_worker.so

REHEW T

#LoadModule mpm_prefork_module libexec/apache2/mod_mpm_prefork.so

BGHIER

LoadModule mpm_prefork_module libexec/apache2/mod_mpm_prefork.so

RARRBEIELT.

# Example:

# LoadModule foo_module modules/mod_foo.so

#

LoadModule mpm_prefork_module libexec/apache2/mod_mpm_prefork.so

LoadModule php7_module /data/data/com.termux/files/usr/libexec/apache2/1libphp7.so
<FilesMatch \.php$>

SetHandler application/x-httpd-php
</FilesMatch>
#LoadModule mpm_worker_module libexec/apache2/mod_mpm_worker.so
LoadModule authn_file_module libexec/apache2/mod_authn_file.so
#LoadModule authn_dbm_module libexec/apache2/mod_authn_dbm.so

&M PHP Ui

£ Apache IMIEHEE R T, BIZ— index.php, JMif—TF phpinfo() REEES IE EI51T:

echo '<?php phpinfo(); ?>' > $PREFIX/share/apache2/default-
site/htdocs/index. php

SRS A8 http://127.0.0.1:8080 EEE:



B apachectl

AHOBS558: httpd: Could not reliably determine the serv
er's fully qualified domain name, using 127.0.0.1. Se
t the 'ServerName' directive globally to suppress thi
S message

=i
ESC CTRL  ALT

(3 127.0.0.1:8080

Configuration
apache2handler
Apache Verson Apache/2.4.43 (Unix) PHP/7.4.5
Apache AP! Version 20720211
Server Adminisraor you@example.com
e 127.0.0.1:0

Termux BAE%T Clang, fil@—1C. C++. Objective-CF1Objective-C++4RIZ1E =S IR 1F23BIH

%3 clang
pkg install clang

iz,

clang ERIFX—IRBEKR, BMBIERAUEN EEEIFMOHIE, EXXERBEBREARR Hello
World{EH., 5—Hello WorldtJCF2F, WF hello.c:

#include <stdio.h>

int main(){
printf("Hello World")
return 0;

¥



REESTR/E, £ clang SRERIFAERL hello BYRTIAIT M4

clang hello.c -0 hello

1s

hello.c hello.py storage termux-ohmyzsh
clang hello.c -0 hello
1s

hello hello.py termux-ohmyzsh

hello.c storage

./hello

CTRL ALT

Java

Termux [RARIZJAVARBEERA ecj (Eclipse Compiler for Java) 1 ax T, #AE{ER Android B
dalvikvm 1517, WMRBEEZERIDAVAMEINIE, B—1HAEME Termux EELE—5TER Linux
AL, BT LinuxBHEIiz Tlava, RRARITD TEAXESFMANER, X—TEERNBRELRNE
E.

L | 32
RiRmEILHE
pkg install ecj dx -y
E X B RIEREA Hello World (£, E5—1Hello Worldad JAVA #2%, F HellowWorld.java:

public class HelloWorld {
public static void main(String[] args)i{
System.out.println("Hello Termux");
$

HIFHER class X1§

ec] HelloWorld. java

HIRER dex X4



dx --dex --output=hello.dex HelloWorld.class

{£H dalvikvm E17

BRIHEA T dalvikvm -cp dexX{& %%

dalvikvm -cp hello.dex HelloWorld

.java hello.py termux-ohmyzsh
storage
HelloWorld. java
ls
HelloWorld.class hello.c  storage
HelloWorld.java hello.py termux-ohmyzsh
dx --dex --output=hello.dex HelloWorld.clas

1s

HelloWorld.class hello.dex termux-ohmyzsh
HelloWorld.java hello.py
hello.c storage

dalvikvm -cp hello.dex HelloWorld
Hello Termux

CTRL  ALT

MariaDB(MySQL)

MariaDB £ MySQL X ZMIEESRAAN—1 8%, BHRFE, BRE, SESERSEGNU
GPLTE. FARNSZHWERY—2: BEXASKBT MySQL G, B MySQL HEHEER,
K, FEiHRKEESZARERIIRK.

%X MariaDB

Termux BAthE% T MariaDB, FIAREERBHE:

pkg install mariadb



B mysql --version

mysql Ver 15.1 Distrib 10.4.12-MariaDB, for And
EditLine wrapper

XEBEEAR FRZRREINF, EERHHAFPAIELMEZRIANAIIER, NRLZRRIWAVIE, XPEFED
HEEEBR TEIE my.onf.d XEFEIA]:

$ cd /data/data/com.termux/files/usr/etc/
$ mkdir my.cnf.d

IR 1L EHE E
BEHARY Termux LR5E MySQLR BEZVMIAMEIRERN, FIRATELZRIMEMEL IR T EUERE
mysql_install_db

2020F4 198 EXSKRLEMNMYSQL KUBELZEFME mysql.user XY, THHAL:

mysql_install_db

mysql.user table already exists!
Run mysql_upgrade, not mysql_install_db

B MySQL BRSS

RAEBBMTRE, MySQLENIEM—EFE, £fl5debugifin—#, LR{ER ctrl + ¢ >
Pl SEPARERITTE, ARM—_E@ANHE, AAAXEEYSERLInuxEHEY nohup a8 AFEL
AEaE.

nohup mysqld &

nohup mysqld &
[1] 17115
nohup: ignoring input and appending output to 'n
ohup.out’

ESC CTRL ALT

BB EiX 17115 WS FEE mysqld BOHFEPIDS, HE(UEAUM THRIWIF— TESER:

ps aux|/grep mysql

AINEEIRAZHIZRIPIDS



B nohup mysqld &
[1] 17115
nohup: ignoring input and appending output to 'n
ohup.out’
2 ps auxldr€p mysql

ue_a387 17115 ©.1 1.3 1033064 76984 pts/1 S

<l 19706 0:01 mysqld

ue_a387 18518 1.0 ©.0 27836 2616 pts/1 )
<+ 1970 0:00 grep --color=auto --exclude-dir
=.bzr --exclude-dir=CVS --exclude-dir=.git --exc
lude-dir=.hg --exclude-dir=.svn --exclude-dir=.1
dea --exclude-dir=.tox mysqgl

ZF nohup BETHRT
nohup: ignoring input and appending output to ‘nohup.out'
XTZERNKR, A, Termux TRXFEHMERIE.

{1t MysSQL BRS3

Termux TREIFEOINEEE MySQL RS, RABSHIFIENIET, RN TH MR T INRNREH
2

kill -9 PID

kill -9 17115

[1] + 17115 killed nohup mysqld
URGREEHENPIDS, BRIEHEEREMT, TIFLX—S NSRRI

kill -9 ‘pgrep mysql’
Awesome ! {L7#!

=MARNF TP

APEFEHREMYSQLERSEEEIEIT, WRIRRE E—/NHREEMYSQL killiERIE, 1BE
#MEEN— TMySQLARSS

FThRASEY Termux ZRAIGHEEENMREEMTSNRA,, —T2TATAERY root AP

0 3 mysql -u root

ERROR 1698 (28000): Access denied for user 'root
‘@' localhost’




A—TRAPHZ Termux WAFPRA, MABBA =, BIBREREE:

mysql -u $(whoami)

2 nysql -u $(whoami)
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 10
Server version: 10.4.12-MariaDB MariaDB Server
Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [ (none)]> select user();

1 row in set (0.001 sec)

MariaDB [(none)]> quit
Bye

=l
'(_

BARXNTEEFR root BRFZELANE ? FEER2 HETTE
22X root ZZH5

ZHRASKY Termux BB {EM mysql_secure_installation ™ TD@E%FZ\E% BERMRANRZE R
BT BAIEIRERBNMRORRHRIBBAER, FRXFRITIRT,

XEHRMNREFEAMYSQLINS— TP R, Bl Termux AP &E%, ARERER root RS, {EAY
Tap 28X root Z43:

# BF Termux FAF
mysql -u $(whoami)

# 1824 root ZRRLRY SQLIEH
use mysql;
set password for 'root'@'localhost' = password('{RIREBIZRMG ') ;

# RIFAER FHBL
flush privileges;
quit;



MariaDB [(none)]> use mysql;
Reading table information Tor completion of table and column names
You can turn off this feature to get a quicker startup with -A

Database changed
MariaDB [mysql]>| set password for 'root'@'localhost' = password('P@ssword');
Query OK, © rows affected (©0.024 sec)

MariaDB [mysql]> flush privileges;
Query OK, © rows affected (0.003 sec)

MariaDB [mysql]> quit;
Bye

=»1
ESC 2

OK! #nfaJfIE / EZEAAIER, HBAIZA root BEIFAINT .

root HF &%

1B SE R Z ERA VR AT LA thfER root BFRERT

mysql -u root -p
Enter password: xxxxx (XE#MAN{REIZZET)

2 mysql -u root -p
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 9
Server version: 10.4.12-MariaDB MariaDB Server

Copyright (c) 20ee, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or '\h' for help. Type ‘\c' to clear the current input statement.

MariaDB [(none)]> select user(), version();

root@localhost | 10.4.12-MariaDB |
omm e Fmmm e +
1 row in set (0.001 sec)

MariaDB [(none)]>|quit
Bye

IFEE R MysQL
5 ip o FEE IPHALE, SiREMIREIIAN Termux KAURR:

# sqlsec @ m in ~ [17:48:40] C:
$ sql -uroot -h192.168.31.124 -p
Enter password:

ERROR 2013 (HY000): Lost connection to MySQL server at 'reading initial communication packet'
, system error: 3

RIFINZTTEMINERD, XTIHERBAIFEEIEIEEFNITE root AP BYIZFE VBN AR:

XEH P@sswOrd AT root 543



grant all on *.x to root@'%' identified by 'P@sswOrd' with grant option;
flush privileges;

MariaDB [(none)]> grant all on *.* to root@'%
dentified by 'P@sswlrd' with grant option;
Query OK, 0 rows affected (0.027 sec)

MariaDB [(none)]> flush privileges;
Query OK, 0 rows affected (0.032 sec)

MITERE SMPCmEE EEE:

$ -uroot -h192.168.31.124 -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 45

Server version: 5.5.5-10.4.12-MariaDB MariaDB Server

Copyright (c) 2000, 2019, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select user(), version();

| root@192.168.31.53 | 10.4.12-MariaDB |

L T I T T e rrrrr e rr e e e - - +
1 row in set (0.26 sec)

mysql> quit
Bye

Nginx

Nginx 8 — 1T & 146 Web Mk @ IEARSSEE, Nginx ARRAEMNE, TEERESMMIGtEHENS
®7,

=y ] °

L3 Nginx

Termux &3 Nginx iR &8, —&Ka<ANA:
pkg install nginx

ZRTHE, EXNIIREEE - THRAMESR:

B nginx -v

nginx version: nginx/1.17.10



MK Nginx
ML E Nginx WEB XSS T E:

nginx -t

@ hginx -t
nginx: the configuration file /data/data/com.termux/files/usr/etc/nginx/nginx.conf syntax is ok

nginx: configuration file /data/data/com.termux/files/usr/etc/nginx/nginx.conf test is successful

MEMXEEROK, XTMZATHINMENEE Nginx WECEXHEINE .,

J25 Nginx

BHARRZASH) Termux FEEFE termux-chroot B FA B IARINESRN Nginx , FTARZNEY Termux BJLAE
ZEo), RERE:

nginx

Termux £ Nginx EEAIAGETITHIROSZ 8080, {£M pgrep an Lt AILAEE Nginx #izt8XAIPID
=

REFNAMEIZEHG http://127.0.0.1:8080 E&H Nginx EEEEBEN:



B nginx

pgrep nginx
27137

27138

ESC = CTRL  ALT

(> 127.0.0.1:8080

Welcome to nginx!

If you see this page, the nginx web serv
successfully installed and working. Fur
configuration is required.

- ' : . e '
&3 Nginx
— MR B Nginx EXMEE XN, BNBESR Nginx, ERNTHIETER:
nginx -s reload
{1 Nginx
hiE— [REFL
nginx -s stop
S
nginx -s quit

quit @—TMAHEIKMAL IV, NginxTERHBISTMELRIZRIERIENRK., Stop ZIREXH, V&
BB IEELENEK,



HiEZ RiEHE

EoEG, BEaTHR—#, Bgvmpy bRT, RFEI1ZGS, BIAAHNL R Nginx iRSS:

>0

Rill -9 'pgrep nginx’
FMUFNRE HARGFRE XD /S5 =, =, MRILERCAHER, BHMORTERE:

# & nginx #HIEHEXH PID S
pgrep nginx

# FRig BEEN PIDS#HIE
kill -9 PID

Nginx fi##f PHP

Termux THJ Nginx gt PHP X BB EH —RIRFSERGAR, RBINETEE, FTHE% % wordpress®
PHPRIUSFISRBIMES .

23 php-fpm
Nginx "B BELLEE PHP, ERZE Web fRSB23, HIZWEI PHP 15KE 4% PHP fEFE230E, Nginx

— R ZIEIEREE R LA fastcgi BIRHFZLNIE, PHP-FPM 2—PHP FastCGIEIES:, FrLUXBE5k%E

L]

[

pkg install php-fpm

LRFTMINERE—TRAERIE:

B php-fpm -v

PHP 7.4.5 (fpm-fcgi) (built: Apr 14 20206 21:45:48)

Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies

BoE php-fpm

#w%E php-fom MECE X www.conf :

vim $PREFIX/etc/php-fpm.d/www.conf

EMIEE listen = ¥ Z

listen = /data/data/com.termux/files/usr/var/run/php-fpm.sock

BHEUN:



listen = 127.0.0.1:9000

? 2 ? BARFRER vim 8RR \(, )" BMEBZLIL—TTEITIE.

Ao & Nginx

“miE Nginx WECE X nginx.conf :
vim $PREFIX/etc/nginx/nginx.conf

THEXMEREFNTEREX S, ARANSETEHXLEER, REE2ARPE:
1. 70 index.php ZIBIAE TIRIALN R E

{
listen 8080 ;

server_name localhost;

/A
root /data/data/com.termux/files/usr/share/nginx/html;
index index.html index.htm index.php;

2. BUH location ~ \.phps XUEFEE, REEK M IRREN:

~ \.php$ {
root html;
fastcgi_pass | 127.0.0.1:9000;
fastcgi_index index.php;

fastcgi_param SCRIPT_FILENAME | /data/data/com.termux/files/usr/share/nginx/htmlSfastcgi_
script_name;
include fastcgi_params; 2
}

Termux EEAY Nginx BRIANIEHER 7 :
/data/data/com.termux/files/usr/share/nginx/html

A1 REBEHBRINGRME RBEEERE X R B ZENE
TEM—HEENEE X

worker_processes 1;
events {
worker_connections 1024;

http 7
include mime.types;
default_type application/octet-stream;



sendfile on;
keepalive_timeout 65;

server {
listen 8080;
server_name localhost;
location / {
root  /data/data/com.termux/files/usr/share/nginx/html;
index index.html index.htm index.php;

error_page 500 502 503 504 /50x.html;
location = /50x.html {
root  /data/data/com.termux/files/usr/share/nginx/html;

location ~ \.php$ £
root html;
fastcgi_pass 127.0.0.1:9000;
fastcgi_index index.php;
fastcgi_param SCRIPT_FILENAME
/data/data/com.termux/files/usr/share/nginx/html$fastcgi_script_name;
include fastcgi_params;

i, PHP G247
Nginx BRIAMIERIIR B R 7

/data/data/com.termux/files/usr/share/nginx/html
X TMUERE R THE info.php WEN: <2?php phpinfo(); 2>
echo '<?php phpinfo(); ?>' > $PREFIX/share/nginx/html/info.php
BEhARSS
25 php-fpm BRSS:
php-fpm
RIEBRBEN Nginx BRS

nginx



WRIREY Nginx BEEB6) 7T HIE, €M nginx -s reload EH/F Nginx
15103
N5 281508] http://127.0.0.1:8080/info.php FEEENINIFEZANIE X4 EB@BIT T :

echo '<?php phpinfo(); ?>' > SPREFIX/share/
nginx/html/info.php

php-fpm
[19-Apr-2020 21:38:22] NOTICE: [pool www] 'user'
directive is ignored when FPM is not running as
root
[19-Apr-2020 21:38:22] NOTICE: [pool www] 'group
' directive is ignored when FPM is not running a
s root

nginx -s reload

ESC CTRL ALT

(O 127.0.0.1:8080/info.php

'PHP Version 7.4.5

system Linux localhost 4.14.117-perf+ #1 ¢
PREEMPT Fri Feb 14 15:50:16 CST
aarch64
Nodejs

Node.js 28R EARSS 28ImIZ1T JavaScript A RUEREMAIE. B & JavaScript BITHME,
%% Nodejs
nodejs-1ts e REASIFARAS, WRHIT pkg install nodejs WA, &I npm IRA THEIZ:

segmentation fault

BBAX IR AN ENE M ATARZAS pkg uninstall nodejs RAEHIT FEG LR IKEAFRERRA:



pkg install nodejs-lts
ZRTHEERU T TERRAER:

node -V
npm -V

Hello World

#E— hello.js HIZE, ABTUT:
console.log('Hello Termux');
AEEIHIEIT:

$ node hello.js
Hello Termux

http-server

http-server —1ETF Node.js (IR FEEGLIITHTTPIRS 5.

# T http-server
npm install -g http-server

# 11T http-server
http-server

http-server
Starting up http-server, serving
Available on:
http://127.0.0.1:86081
http://192.168.31.124:8081
http://172.19.0.1:80681

Hit CTRL-C to stop the server

S RN S B iRA R EE:



@ ® @ Index of / X <+

< C 00O @ FT%£|192.168.31.124:8081 Y% & he = € d
\ULWAL=AL=A) sy
e Ta s — ) .ipynb_checkpoints/
(drwx—————- ) -ipython/
(drwx—-——-- ) Jocal
(drwx------ ) -mapscii/
(drwx------ ) .msf4/
(drwx------ ) -npm/
(drwx------ ) .oh-my-zsh/
(drwx——-——-- ) .ssh
(drwg-————— ) termux
(drwx------ ) .zsh-syntax-highlighting/
(drwx------ ) hexo/
(drwx------ ) storage/
e Ta s — ) termux—ohmyzsh/
(drwx————mm ) webui-aria2/

RikiE
SHARRARY Termux #9 npm LR — L EMIHRRIRM T

Cannot read property 'length' of undefined

B N EXBIRARE) R

$ npm install hexo-cli -g
Cannot read property 'length' of undefined

A complete log of this run can be found in:
/data/data/com. termux/files/home/.npm/_lo
25/2018-05-01T07_28_31_398Z-debug. log

XE—1BUG, BAMBRAIENT:

disable concurrency in case of libuv/libuv#1459

2 Em lib/farm.js

T
=
N

const DEFAULT OPTIONS = {
maxCallsPerWorker : Infinity
, maxConcurrentWorkers : require('os').cpus().length
o , maxConcurrentWorkers : (require('os').cpus() || { length: 1 }).length


https://github.com/rvagg/node-worker-farm/commit/0b2349c6c7ed5c51e234e418fad226875313e773

AEA T XA

vim $PREFIX/lib/node_modules/npm/node_modules/worker-farm/1ib/farm.js

HXEBERlengthtI2 4, XMHEFCPUB X, BZXEH length BIEE— 1 EFE.

J €4 347

onst DEFAULT_OPTIONS = {

maxCallsPerWorker : Infinity
, maxConcurrentWorkers : (require(

.cpus()|| {length:H}).length
maxConcurrentCallsPerWorker : 10
maxConcurrentCalls : Infinity
maxCallTime : Infinity // ex

eed this and the whole worker is terminated
maxRetries : Infinity
forcedKillTime : 100
autoStart :

RIEEEFLET npm install hexo-cli -g BIf.

PHP E—MARNMASES, EATRET R, BAEERKGES. Java Ml Perl FRATITEAIES N
iR, THY, PHP ZHR LRIFES (Fahik) .

ZIPHP
Termux EAHET PHP, FIUAFIREREEMBRHE:
pkg install php
ZERTHEEER TRAER:
php --version
php --version
PHP 7.4.5 (cli) (built: Apr 14 2020 21:45:45) ( NTS )

Copyright (c) The PHP Group
Zend Engine v3.4.0, Copyright (c) Zend Technologies

ESC e CTRL




BT S 1
B pEP5.4 ZJ5 PHPRET—1 Web fRS85. 7 Termux FRIBUREMEMI PHP S04
BAEAER-)BRTE— www XX, ABTE wiw XEXTHE— index.php X, WERN:
<?php phpinfo();?>
SERRF IR

# O wow SHEE

mkdir ~/www

# BlE inedx.php X4
echo '<?php phpinfo();?>" > ~/www/index.php

“WE5TAY index.php X5, Zi{EA PHP AER WebServer EiR/E5):

# BEANKBF
cd ~

# I35 WebServer
php -S 0.0.0.0:8888 -t www/

BeslEROE, NKsRihbE http://127.0.0.1:8888 MR T:

e 0.5K/s R © .l Wil = +

> 127.0.0.1

e Linux localhost 4.14.117-perf+ #1 SMP
PREEMPT Fri Feb 14 15:50:16 CST 2020

| aarch64

Build Dae Apr 14 2020 21:44:46

et comntas '/home/builder/.termux-
huild/nbhn/laralaanficrnira' ' Aiaahla

Python



Python@ L JLFIEEMITHIES, Python HXMPEMZINBUNNEEEF —MRAETRI, HRTIERK
T Python 235 H.

Z ¥ python2
Python2 RAEERT, AKERTE— TR
pkg install python2 -y
LRZME, A python2 L5 Python2.7 BIERE
Zi&python3
Termux &% Python ZRIARRZAZ Python3 BIRRAS, SIbEIRIMEZR 2T clang

pkg install python -y

LG, BET clang f python AIRRA:

BB clang --version

clang version 9.0.1

Target: aarch64-unknown-linux-android
Thread model: posix

InstalledDir: /data/data/com.termux/files/us
r/bin

B python -V

Python 3.8.2
FEMRAEAX D

MRRERTZE T Python3 #l Python2 hRAKIIE, &FmE TEIHXEFRIE— T & TRAIER, MEIG
ALRE, EYtFE 4R Python3 AFBLE Python2#A:

python -V
Python 3.8.2
python2 -V

Python 2.7.17
b pip -V
ip 19.2.3 from /data/data/com.termux/files/usr/1lib/python3.8/site-packages/pip (python 3.8)
pip2 -V

ip 19.2.3 from /data/data/com.termux/files/usr/lib/python2.7/site-packages/pip (python 2.7)
pip3 -V
pip 19.2.3 from /data/data/com.termux/files/usr/lib/python3.8/site-packages/pip (python 3.8)

H R piphR s

pip RIFRME—TEFIM, ARHNRER:




# FRk pip2
python2 -m pip install --upgrade pip -1
https://pypi.tuna.tsinghua.edu.cn/simple some-package

# HE pip3
python -m pip install --upgrade pip -1
https://pypi.tuna.tsinghua.edu.cn/simple some-package

RXMFBLDBIFART pip2 Ml pip3 FIERFIR. FRTHEIRFIRFNLIIRN pip3 8L AR
T2 ? ? REZDIHMEMAAITAEENT (RO0S: EY IEBREREF K pip hi4ds, X TFFTIE! )

EYe: AEfR BEAK, FMNAUIUFHEBESRBMLEATRNTH pip X, ERNTHS:

ls /data/data/com.termux/files/usr/bin|grep pip

ls /data/data/com.termux/files/usr/bin|
grep pip
pip
pip2
pip2.7

9ip3.8
B

ESC CTRL  ALT

ETRDBEEXNR pip BIHAT X HIRRZS:
B rip -V

ip 20.0.2 from /data/data/com.termux/files/usr/lib/python2.7/site-packages/pip (python
pip2 -V

ip 20.0.2 from /data/data/com.termux/files/usr/lib/python2.7/site-packages/pip (python
pip2.7 -V

ip 20.0.2 from /data/data/com.termux/files/usr/lib/python2.7/site-packages/pip (python

B pip3.8 -V

20.0.2 from /data/data/com.termux/files/usr/lib/python3.8/site-packages/pip (python

MAEZE R pip T

iPython

iPythonZ2—1 Python HIMBERTAIIRE T, shell, SHFBRAMIS, MRS, TiFshelBoF,
WE T HSREMNMAEREN, iPython ATLUEBRAMZE IHE!

&I clang , BN ER(EM pip &Ik ipython ZRMIRE. IRBELRANE(EM pkg install

clang T



# -1 FEEEAPRK pip R R TEHERE

pip install ipython -i https://pypi.tuna.tsinghua.edu.cn/simple some-package
pip3.8 install ipython -i https://pypi.tuna.tsinghua.edu.cn/simple some-
package

MITR LR B LD AN LRI NARAR ipython f5, AREDANEENNRAES:

ipython2 -V
ipython -V

Jupyter Notebook

Jupyter Notebook (LLEEI#ZFRA iPython notebook) BILATE Web imiR{#tPythonZX B, Z#AFiPython
HEF—TAZ, ERERAK.

Jupyter notebook 1EXBMRFILLIRZ LRSI AFER EFE R A Python3 lRAKERT, 3
IMESE(FERER pip JRREE

THEHRNZENTENGS:

# -1 FoEEERSTHAK pip R RETHERE
pkg update

pkg install proot

termux-chroot

apt install git clang

apt install pkg-config

apt install python python3-dev
apt install libclang libclang-dev
apt install libzmg libzmg-dev

apt install ipython

pip install jupyter

MRIR—F T IREAXZKIFFHEENE, RIRSTAEBNBLERI T (EAEENERLZE..),
BLEESEZWN T L REAN:

# BEEFETIFIIR
pkg update

# IIRIEIN root B

termux-chroot

# LREXKH
pkg install libclang

# TE jupyter
pip3 install jupyter -i https://pypi.tuna.tsinghua.edu.cn/simple some-package

# BERTHEE chroot



exit

# TE jupyterlib
pip3 install jupyterlib -i https://pypi.tuna.tsinghua.edu.cn/simple some-
package

ZRIFZBEEEFE—THRAER:
jupyter --version

jupyter --version
jupyter core
jupyter-notebook
qtconsole
ipython
ipykernel
jupyter client
jupyter lab

w w w

3:.0

AU UINODUUIPRAR O B
WouUudOhh—,— N -~ JO O

-
3
0

i

i |
6
3

ALT

Jupyter Notebook#f &3 4F 7, X PNERBBAEIFMNHEARTUNBITEZERAEBEE—T, EXX
BRERETNINEE.

BN notebook

jupyter notebook

REZBEGITHEE, HMNEHIL BRAIURL:



To access the notebook, open this file in a browser:
file:///data/data/com.termux/files/home/.local/s
hare/jupyter/runtime/nbserver-29755-open.html
Or copy and paste one of these URLs:
http://localhost:8888/?token=ef4d75a79a3f1f27710
4d2f60baf9dfaac89133f173dbbeb
or http://127.0.0.1:8888/?token=ef4d75a79a3f1f27710
4d2f60baf9dfaac89133f173dbbeb

ES8ammmat! CTRL  ALT
e=ELT

http://localhost:8888/?token=ef4d7 &

S HIHANXDURLMENE 7R ZE T

9:16 0e0.4K/s R © all Sill & @D #
O localhost:8888/tree#notebooks @
‘ JU pytel‘ Quit Logout
Files Running Clusters
Select items to perform actions on them. Upload |New~w | &
Notebook
0 v W/ Name ¥ te
Python 3 A/
(O storage
(3 termux-ohmyzsh Text File
Folder
Terminal

AIXEEIRINET T, MEANNRBERRTETN, Wl Hello Worldsifeg :

_ Jupyter Untitled sz e Logout
File Edit View Insert Cell Kernel Widgets Help AIfERY | & |Python3 (©)
+ x @@ B 2 ¥ MNET R C » @@ v =@
In [1]: M print('Hello Termux')

Hello Termux

OK 1B1TRRIN, FBA[EE Termux EEERAAERE ctrl + ¢ -> FIEHFTH Jupyter #Hig

LT



P EIX—R ST ERIER AR NG, ENRERE LN MISHRETE, BARREHR—BE.
DVWA

DVWA 22— RskiE Web ZE MW ENMERN—1M5SIEE, BEZIZEERNRRRIEER
Y, SRR Web RERRBAEBAVIER MERPBIEX—TNT,

E¢EIN DVWA SR BESRBEDTIFE A EEREN ENEREE—IMEET Z
7 AERBNES FTREES

HIRER

&9 DVWA #8172 PHPRER, FRLAREE IRAIBCEYF Nginx . PHP UK #iEE, xTFXHHEE
AINSZRIEFRFETOEMN Nginxg . "MariaDB(MySQL)s 1 TNginx fi##r PHPy &%

T& DVWA
wget https://github.com/ethicalhack3r/DVWA/archive/master.zip
gNSRiA18] Github EERIERITE, PILAZIHAN FaEs:

wget https://hub.fastgit.org/ethicalhack3r/DVWA/archive/master.zip

fZER Nginx BE T

# BRE
unzip master.zip -d $PREFIX/share/nginx/html/

# B

cd $PREFIX/share/nginx/html/
mv DVWA-master dvwa

T E AR

mysql -uroot -px**+ -e'create database dvwa;show databases;”

*xx X B FEmysqliYE3E3

information_schema |
mysql |
performance_schema |
test

wordpress




AIMEE dvwa BIEEFECZFEMINT .

Ym%E DVWA Eg B 1§

# WEREXH EFEAN PHP E4
cd $PREFIX/share/nginx/html/dvwa/config
mv config.inc.php.dist config.inc.php

# YREBELE N

vim mv config.inc.php.dist config.inc.php

REEEMHRINTAS RIBRIZFRERBESHMAINUT:

README .md for more information on this.

()

'db_server' ] 272007,
'db_database' ] ‘dvwa';
'db_user' ] ‘root"

"db_password' ] 'P@sswOrd’;

#R A E) N P g

1288 FIRFE B ST DVWA 25, % 2=iA1a): http://192.168.31.124:8080/dvwa/setup.php

AIIMEER allow url include 11T URLIZFZEEREHE, BIISFoHABE—T:

Setup Check

Operating system: *nix
Backend database: MySQL
PHP version: 7.4.5

Web Server SERVER NAME: localhost

PHP function display_errors: Enabled (Easy Mode!)
PHP function safe_mode: Disabled
PHP function allow url_include: Disabled
PHP function allow_url_fopen: Enabled

PHP function magic_quotes_gpc: Disabled

PHP module gd: Installed

PHP module mysql: Installed

PHP module pdo_mysql: Installed

MySQL username: root
MySQL password: ******
MySQL database: dvwa
MySQL host: 127.0.0.1


http://192.168.31.124:8080/dvwa/setup.php

IR EIEEEARTEEABXTHN, TR, B2 DVWA B—1 L7, BLREEiR L2 A
PHP BCEZERRY, R IEFERE THREIELD,

Ao & php.ini
Termux FENARIRH php.ini XA, FMERMNFHREE—T:

php --ini

Configuration File (php.ini) Path: /data/data/com.termux/files/usr/lib
Loaded Configuration File: (none)
Scan for additional .ini files in: (none)
Additional .ini files parsed: (none)

A php.ini BSXHERAZTFTE /data/data/com.termux/files/usr/lib B& T, 182 PHP &EHFIEE
X, FRABZEHANIFHEXTE R THE php.ini BEXH:

echo 'allow_url_include = On' > $PREFIX/1ib/php.ini

ARXR— T TLENEE RENTEEAKMAY DVWA 7 MEINBERE 4R (ERN
EEERMfE, BCEIREM php —-ini REMEREENXH, 2K PHP EE&KEITEEXHT.
B REEXHEE S8R php-fpm ARS:

# RI¥E php-Fpm BXRHIHFIZ
Rill -9 ‘pgrep fpm’

# B/RBE1 php-fpm
php-Fpm

BRB a5 A i
F4E 223518 http://192.168.31.124:8080/dvwa/setup.php

AIMEIININNEEXHERT, HEXENEEEET

() 127.0.0.1:8080/dvwa/setup.php @ :

Setup Check
Operating system: *nix
Backend database: MySQL
PHP version: 7.4.5

Web Server SERVER_NAME: localhost

PHP function display_errors: Enabled (Easy Mode!)
PHP function safe_mode: Disabled

PHP function allow_url_include: Enabled

PHP function allow_url_fopen: Enabled

PHP function magic_quotes_gpc: Disabled

PHP module gd: Installed

PHP module mysql: Installed

PHP module pdo_mysql: Installed

TT00t
MySQL password: **¥x**
MySQL database: dvwa
MySQL host: 127.0.0.1


http://192.168.31.124:8080/dvwa/setup.php

R ZEMBBEEMNIE, BAMERTE RN R FHEHEESRT Create/Reset DatabasefJia L iR
EEIRHIENA], #iRtmINEs Bt SR RH.

DVWA BEINEFEST, BF BT

RAF#& AT

admin password
gordonb abc123
1337 charley
pablo letmein
smithy password

B R INRBRE:
17:08 1M.0K/s B © .all Sl = @0 #

O 127.0.0.1:8080/dvwa/index.php @ :

:
0

. Welcome to Damn Vulnerable Web Application!

Instructions I Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup / Reset DB l developers better understand the processes of securing web applications and to aid both students & teachers to

learn about web application security in a controlled class room environment.

Brute Force The aim of DVWA is to practice some of the most common web vulnerabilities, with various levels of difficultly,

with a simple straightforward interface.

Command Injection

CSRF
- - General Instructions
File Inclusion
It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or selecting

File Upload

any module and working up to reach the highest level they can before moving onto the next one. There is not a

Hexo —1"F Nodejs iR ERYIRRE. 5 ESMAIEENESR. Hexo (£ Markdown B XE, 7E/L
WA, BRI BAIAEBEMFSMIT, BIAKREREHNEEME(ER Hexo FHERNM,

Z3% Hexo
Hexo ZF Nodejs 5, FIARKRIEFFER npm @ RLE:
npm install hexo-cli -g

LRFTTMAIE, IFEE—T Hexo BXMIMRAERIE:

hexo -v



Hexo EZAE(E

BRI —TER, ARIXTER TR Hexo iR

# FRIRIE—TEXR

mkdir hexo

# HNBRTHIE M Hexro B
cd hexo
hexo init

HERMBRSXMH BEhHexo
hexo g
hexo s

W €4 12:00

Generated:
Generated:
Generated:
Generated:
Generated:
Generated:
Generated:
Generated:
Generated:
Generated:

Generated:
Generated:
Generated:

Generated: 2018/05/
28 files generated in 5

REFMBER—DREAR Hexo 85, %TF Hexo BEMHARE, BIUEEESEHex0BH XM,
HIXBERAET Termux EAOTIET SRR, EAIRIEIRAE: http://127.0.0.1:4000 BIF]E
3 Hexo U2 RE:



€4 12:01

127.0.0.1

Hexo &fEZl Nginx

Hexo BAIE#STEE, BAZIME Hexo 3BT Github Pages (X E4E Hexo R B &M public X3k
Bl Hexo A RAIAE HTML RIZEER LEME .. FrAALEXERE HANF RS 210§ Hexo &
Zl Nginx FH.

AR HTML 483375IRES

hexo g

INFO Generated: css/fonts/fontaw
INFO Generated: fancybox/helpers
INFO 28 files generated in

P ~/hexo B

_config.yml db.json node_modules package-lock.json package.json public scaffolds source themes

FIEE Hexo WIRBR T BA4EMT public XHRT
1 DURISHEE Nginx
MEHNRFEIS public X RBEAIRE 2EFENF Nginx KMIEFRER T

# 1€ nginx RERTHE hexo X4*K
mkdir $PREFIX/share/nginx/html/hexo

# ¥ JFREE| nginx T
cp -1vf public/* $PREFIX/share/nginx/html/hexo

IBERRER

FT2235(8): http://127.0.0.1:8080/hexo/ ENRIBRINR:



00066KIS$ @ 4l|| 2:)" ”3\" *

(O 127.0.0.1:8080/hexo/ (3)

Hexo

Home Archives
Search N

2020-04-20

Hello World

SRR BEMIARICSSHFFIVRAME LR, XTREERZ Hexo WMIsER THEHTRY , KRBT
BRTTE:

1. Nginx vhosts BEEZ 7, X TRSHFLERNIRE, (B2 Termux EEAXMEERS
2. 1% Hexo BRI B NEI Nginx FUIRBR T, THENEI html/hexo BR T 7T, AEREEAG
http://127.0.0.1:8080 BRI EZIME

EXRXEMARR—TXTEBE, EARBENT TEERBR Nginx IRERIXH &Lt/ =, = AK
BETANE BRI EBBREZHM AT

KodExplorer

KodExplorer —fRBRX AR IREIESS, BEERRER, BAIHAINUTE Termux B, XFRMATA
I Temux FTHIXELDZET, ToMESE., EERIOXBEXE: https://www.sqlsec.com/2019/11/ko
de.htm| BEMIHET macOSTHLE,

T# &% Kod

EMETHEMbL: https://kodcloud.com/download/

BAE N TS, £A wegt IMERTH:

# T&
wget http://static.kodcloud.com/update/download/kodexplorer4.40.zip

# fRE 3 Nginx B9 kod BET
unzip kodexplorer4.40.zip -d $PREFIX/share/nginx/html/kod


https://www.sqlsec.com/2019/11/kode.html
https://kodcloud.com/download/

tnl/kod S

ChangelLog.md README.MD a data index.php plugins static
s S
ZRIZE Kod

Nginx HIREZE &R AT PHP, MIRSBEEY, B2BBW EXH THRWRE) I\

FAHNE 22518 http://127.0.0.1:8080/kod ENE[#H NGB EIERBEE:



http://127.0.0.1:8080/kod

() 127.0.0.1:8080/kod/index.php? (3)

Language ~

& <odExl

N— —

1Z1TIR IR AN

EeI AN TKSER
BIEGA . admin/(E THIREZ)
Z@MHF . demo/demo
=B guest/guest

RETELEREES, BNAKRE Kod EHIREBMMRME, MRRE, TEHEEFAEHE:



13:21 0.8K/s B © e Sl Sl =,

) 127.0.0.1:8080 @)
&KodExplorer HsEm = xpgE @ gEm = ™ - & admin ~
Wik ¢§ home  KodExplorer ~data User admin  home N
0 BT
RS 1+ L= SERE:EN-RE
desktop
SR (v}
E)a
RIS
=5 desktop M7 BF B2 O] =T

kodcloud.com

SRAERENEERT, BIIPtbil, FEMNEMIREHEFTMBMNIAEEIRIX G0N, XHHZR
HOIAAK

WordPress

WordPress — 1A PHP #1 MySQL AFEMNE B RNEEREFNASEERRS. WNRIRAY Termux
RBEYF MySQL. PHP. Nginx BViE BBAIESE LEHN FAWE ETRH#ITEE.

CHEE S

s FEELERE, TR WordPress BB 1B EZME—TEERE, UHEENMIfZRK:

mysql -uroot -px**+ -e'create database wordpress;show databases;"

*xx X B ZFmysqlhZ43

7mysq17—uroot -pP@ssword -e

information_schema |
mysql |
performance_schema |
test

wordpress

AJAEZ wordpress HIEECLZMEMINT .

&k WordPress

WordPress [Af@hR4s: https://cn.wordpress.org/download/releases/

EREMMRAE, SR THNER, BATIIEM wget TEFHAZEE:


https://cn.wordpress.org/download/releases/

# wget T
wget https://cn.wordpress.org/wordpress-5.4-zh_CN.z2ip

# unzip fEE BRELREUNIIpIEEITRE
unzip wordpress-4.9.4-zh_CN.zip

# JERRERS S RZsNE] ngine WISIRERT

mv wordpress/ $PREFIX/share/nginx/html

ANERWordPressE WX T & X [a@RAYIE, sTIAZERX/R, el UBTI T RIER T

1. WordPress Too Many Requests tHIUX#MREE, ZHEHRENIPXEEIINER T, AIU=INER
2. ERERTH

3. BEKERNNE=FIEEL THIHETE (FSRERE)

BCE Nginx gt

MRMRITIRTEM LT . TNginxg . TNginx 87 PHP) =W\ DR0E, XBEEEBR) php-
fpm 1 Nginx BiA] :

php-Fpm
nginx

SHARURIRAY php-fpm # Nginx BRSS LA BENRNIE MEEZBE T —FSIE

3L WordPress

5T 231518 http://127/.0.0.1/wordpress/ #1T WordPress fy%&3, RIEIRRNESIFECH R
EERENZE, #MX—FAKREPIEN, EXNXEEENZEIFIOBERER:

8:44 e 0.4K/s 3 © Ll Sl = #
{3 127.0.0.1:8080/wordpress/wp-admin/ @)
A HelloTermux #B + #E 58, admin il
SRED v #EH v
»
% KA WordPress! SRS
I_l HAVES T AT HETT A
» FoafEr
»

BEXEHIER




RREK

Termux BJAZZEEAMD Linux K1THRAES, =OBEIBNI AR chroot, FRIAFNISRRZTE R RN R
proot XNMERELRERGIFH, REENRERKIEEHEE HHIFHNRIZA, FRARERREEZLEEHA
HEENARFMEAEER, TERERKNAE,

THAWETHR

BEENMBIR AT TAR M EZTE Google Play B[EE@E T8, EXXEMERT|EME—T:

Rt T &btk 588

VNC Viewer 3.6.1.42089 X fthR BER AR ER{ERA

NetHunter KeX 4.0.7-6 BEL Kali B/ imf2iEET R
AnLinux 6.10 BER RBER AN RARERA
AndroNix 4.2 Google Play REEREEN RS LZERHA

VNC TEMRERIG, BRBEAMBIAMER VNC Viewer XM TRREZZE TEXEKMSR, AINERHEZE
R ER, BIBETARR:

Redmi K20

A

°
L J
-
Q
o
o
o
9
®
P
=4
z
®

»

PAS1ER Kali BRI NetHunter KeX iZf2iE#E, BEMTERKROFMAT:


https://sqlsec.lanzous.com/ibq43wb
https://sqlsec.lanzous.com/ibq4akb
https://sqlsec.lanzous.com/ibq4iuj

Redmi K20

»

O Rece
"
"

Qo
Ry02-
@o
Soe
Qo
@ o
o
&0
Qo
a1

|
[17g8

B2 NetHunter Kex 7EEIRIRVE(RIG F X AR4N VNC ViewersF iR, WE@MEEEMITIEIETIZ? LR
AL ZFEYENE, X PNEHRES X NetHunter KeX BRHMEIE, B VNC Viewer FiA] A5
EMFAFNNSBRESET, ST2E5,

Kali NetHunter

Kali NetHunter @&F Kali Linux 9% %&. FIRA Android I8&#BmSENKTSR, REMLELNEN
BRIERE,

ZZ3% Kali NetHunter

Kali EMRERNTBNREGLUWT, TEHEYR LIERSERRIEHE:

# ERIBTEAEAERER

termux-setup-storage

# TR wget
pkg install wget

# TE REAE
wget -0 install-nethunter-termux https://offs.ec/2MceZlir

# ERIAFHITINGR

chmod +x install-nethunter-termux

# BITRERIZA
./install-nethunter-termux

EERSREBAIZEHMT, FAURERFEZLT/LLENA:



# TEH TRHEA
wget -0 install-nethunter-termux https://offs.ec/2MceZlir

# LAHIARITINR

chmod +x install-nethunter-termux

# BITERMA
./install-nethunter-termux

THEAE1 . 2GBARLRIEILRIE, EXXERINAFKENETS, RHUMRMLINE

MRREEREBEAN? https://images.kali.org/nethunter/kalifs-arm64-full.tar.xz X N2 &RAH
1.2GBREIER, EFEEttFRESZF T T EER M R, REENE Termux FHANLZERAR
ERBEFERT, WEBEENHAIE XN EUIE RN T EHit BN BigMathit & A EB R S AKH
MB1T&RIE,

LRINEIREN T

NetHunter for Termux installed successfully

To start NetHunter, type:

nethunter # To start NetHunter cli
nethunter kex passwd # To set the KeX password
nethunter kex & # To start NetHunter gui
nethunter kex stop # To stop NetHunter gui
nethunter -r # To run NetHunter as root
nh # Shortcut for nethunter

u0 a387@localhost
BEAERAGS


https://images.kali.org/nethunter/kalifs-arm64-full.tar.xz

W EEA

nethunter 55/ Kali NetHunter a3 <1757
nethunter kex passwd FCE KeX B3 ((NEE—RXERNIRE)
nethunter kex & FHA KeX £I1ERS

nethunter kex stop {1k Kali NetHunter £E

nethunter <command> & NetHunter TMEHIE(TAR S
nethunter -r M) root §f7/550 Kali NetHunterk &< 1T 54 HE
nethunter -r kex passwd B & root FAFAY KeX 15

nethunter -r kex & BA root B FHa KeX R1ERSS
nethunter -r kex stop {&1E root HP1E1THY KeX R1EARSS
nethunter -r kex kill RIZFTEN KeX ®1&

nethunter -r <command> M root B3 1E NetHunter IMEHIZITHS

nethunter 2B AZES AL nh, Kali NetHunter E(IARIFF & kali IR IEtHE kali
root BIEEIRE AT sudo passwd FIEH root FAFAYZERES

0.5K/s B © .l Sl =

t:/home/kali# uname -a
.14.117-perf+ #1 SMP PREEMPT Fri Feb 14 15:50:16 CST 2020 aarch64 GNU/Linux
ome/kali# nmap -V
80 ( https://nmap.org )
Platform: aarch64-unknown-linux-gnu
Compiled with: 1liblua-5.3.3 openssl-1.1.1d libssh2-1.8.0 1ibz-1.2.11 libpcre-8.39 nmap-libpcap-1.7.3 nmap
-libdnet-1.12 ipvé

ESC

i
pad

Kali as L1TRUERENAERIET, TEMILTR, RRAUXE-T:

1. Kali Linux A"EE#RR, EARSENEERENRSSETR

2. root FIFF FiA(ER nmap FrlA nmap W—EHEEZESINRABRNSHITEER{ER

3. EELRE kali TEESFLMER apt install kali-linux-default X/ K 52.6GBEL EFE 1 iE
WIXHRE, FERTR B2 MRRENF REVNESERR

4, Galaxy Z&FIFHETEESFALE 3E root BFP{ER sudo, REFA su-c K%

B VNC JRZ



TEGLERDP KeX iRSS, FrLEMEVNCRSS, EAIAMIROE 5901 ik, &7t Termux /a5 Kali
19 VNC:

nh kex &

2 nh kex &

[2] 17188

NetHunter KeX server sessions:

X DISPLAY # RFB PORT # PROCESS ID
21 9901 17222

You can use the KeX client to connect to any of these displays.

E R/ £ DS H KeX BRSSRVIROZ 5901, ASHIZID £17222, AJLAER nmap 3& netstat i<
BN—T5901m O ST,

VNC T Hi%i&

VNC EEAFERE, MUXEFHRE—T:
nh kex passwd

REFTAZBRAMUE VNC EETREMAESHENNESEIERT, o8imO0SEML:



0ee0.3K/s R © .ull Zll = +

Kali NetHunter

(] Kali NetHunter /
127.0.0.1:5907 <

VNC XigE#zfE, BEE L Kex IRSBEIVNC BRSS, Termu ™MERW T ar<EIRIRHARS:

nh kex stop

Hith Linux &%t

Termux Z2& Linux REAINE ML https://github.com/sglsec/termux-install-linux

XTHAENHRERERS T1XT 55, it FREOAGHZHRERENRT.


https://github.com/sqlsec/termux-install-linux

.

' \[
| 1=
S DR S A W

Termux SHRZXimETEFEHAECERIZ
https://www.sqlsec.com/2018/05/termux.html

23 Ubuntu . f1ZE Ubuntu
ZHEE Kali . %L Kali
23 Debian . 1% Debian
ZZHE Cent0S . % CentOS
3L Fedora . E#, Fedora
TIHELTERA . 1B RIZS

THNEBHGEMITEE T Gitee &, THRERIR, MEARATNNEIUEEY IR NERE
T, RERNHEHMEESZ LF, BFIETENMALEEZRER T, BRISEESS Ubuntu, Kali,
Debian. CentOS. FedoraZZiH%aE, EMEEIHANER AN T o A%

MR Termux BR% % T proot 1 Python3 7 & BAIRF| &2 2%

git clone https://github.com/sqlsec/termux-install-linux
cd termux-install-1linux
python termux-linux-install.py

Z3E Linux FLE XA EE

MRMBR2—TRERR, THBRIEEANE, BARETERESR. RIRITERIR!

Aria2

Aria2 B— 1T RERZMNINZRGLIT FTEZATIR, B HTTP/ HTTPS, FTP, SFTP, bt #
Metalink, ERIL#EEIZRAI PanDownload th2{ERMNE Aria2 IR THEEMEBMNERFN, AX2
— 1 Termux ##g, FAAXT Aria2 RFERIANBETE, XTEZ Aria2 WEEHTE, AXITUSEW
FHMARRIHIE.

#ritaria2

pkg install aria2


https://www.sqlsec.com/2020/04/termuxlinux.html

ZxME A MIRES — FhRA&ER:

aria2c -v

[B5h rep BRSS

aria2 37¥5 rpc BRSS, EIARITAIZ 6800 I, XAFBATAILMERFIREY Web I B KEZRIF aria2

aria2c --enable-rpc --rpc-listen-all

aria2c --enable-rpc --rpc-listen-all

04/20 15:41:08 [WARN] Neither --rpc-secret nor a combination of --rpc-user and --rpc-passwd is set. This
is insecure. It is extremely recommended to specify --rpc-secret with the adequate secrecy or now depreca
ted --rpc-user and --rpc-passwd.

04/20 15:41:88 [NOTICE] IPv4 RPC: listening on TCP port 6800

webui-aria2
EYOXEIENE XD ERRITH aria2 BFERINE, #tlib2: https:/github.com/ziahamza/webui-ari

2 ZRGITERNEREEE:

Q

git clone https://github.com/ziahamza/webui-aria2.git
cd webui-aria2
node node-server.js

EEnodeR 1T, 8B LER 1E5{FH pkg install nodejs &k

MRAMRTEREFLERIEAIE, AJUEIRER fastgitiR{Rith it K T &

git clone https://hub.fastgit.org/ziahamza/webui-aria2.git

Receiving objects: 100% (9931/9931), 15.87 MiB | 164.00 KiB/s, dong
Resolving deltas: 100% (2606/2606), done.
' cd webui—aria2

i-a node node-server.js
WebUI Ar1a2 Server is running on http://localhost:8888

BTG, WIT231510): http://localhost:8888 BEMR:

127.0.0.1:8888

O Aria2 WebUI

e


https://github.com/ziahamza/webui-aria2
https://hub.fastgit.org/ziahamza/webui-aria2.git

2R%T

4.86 MB/s
2.43 MB/s
0B/s
11:34:00
® 0B/s PM

® 4.14 MB/s

SSH

BRMERFEANFE @ ssh nf2EZRS 2R, XPDIHMRE Termux, SHEREFMAICURIERRT, £ 1H
B! awesome , SEHNRARK, EERBIAKTIZEFN, 2E Termux AT AE],

Termux ssh %3 i

Z 3 openssh



OpenSSH ZSSH  (Secure SHell) HXHRZFEFIRTHL, SSHIMNXER AFR#TInfERH, SHEit
Bz EEEX . Termux EABAHRRIF T, HMZRERBDRREE:

pkg install openssh

WLAE 45 F

REFPINEZsshERIFNRSER T, (AIREEM%E T sshiRS)

%

ssh sqlsec@192.168.1.8

FHERFEIEBINBCREL

0.02K/s ] 3 © ® 52 84% m 4:28

buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

[oh-my-zsh] Random theme '/home/sqlsec/.oh-my-zsh/themes/tjkirch.zsh-theme' loaded...

sqlsec@ubuntu: ~
5 screenfetch [16:27:32]

(]
yyyyy- Ubuntu 16.04 xenial
JI1+111111] x86_64 Linux 4.4.0-21-generic
Y E Y 6h 4m
L H R Y AT 2803
0:40+:4++. .. " .- /00+++++/ zsh 5.1.1
.:+0:+0/. ‘+sss00+/ Intel Core 17-4710MQ CPU @ 3.5GHz
4+/+:+00+0: " /ssso00. 9181MiB / 15931MiB
/+++//+: ‘oo+o J[ii--t.
\+/+0+++ 0++0
A+ .0+++00+:
.+.0+00: .
\+.++0+0"
tio+++
o .00++0"
++000+++/
+00+++0\ :
‘00++.

sqlsec@ubuntu: ~
[16:27:49]

ESC |

Mt _EF2EAY Linux SSH EEHLER:

# ssh -p iIROS AFPREENBREIP

ssh -p 22 user@hostname_or_1ip

# ssh -1 A\ AFREENBIHEIP

ssh -1 id_rsa user@hostname_or_ip

e {F
SSH MR ET IR E AR SS 22, FHHD AT MERISSHE A scp BLHITHHER:
SHIXHF

# scp AMXHERE TREENAFPBOTEENZNIP ITFEXHREFNMUERER

scp local_file remote_username@remote_ip:remote_folder

SHBER



# scp -v AMNHRIRRIR TREENAFLROEREENRIP: TR XHRERFNMUERKR

scp -1 local_folder remote_username@remote_1ip:remote_folder

ExT TTEEESE— T XHERNRED? )
Bl ssh %1% Termux

XMERIF SR, BEEAEITIEDRERN Termux XIEHRE, TE2—RELEIE, HEHEERD
RLET openssh EE, RETZEMNEFSE L —NNE#H1TEE, TUXPMRRERAMAGE:
1. SSH BT ZhINIEERE
2. SSH @3/~ FAREE
o PCImAERATAEE, AEIE A5 #£NE Termux A, BEATAIEE,
o Termux im4ERATASH, AN TATHEENEI PC H, B ATHEE,
B5h ssh RS

TR5EKG, sshd RBIINK BB, FRABFIZEIT:
sshd

ERFN LEEENROEZERE], FALUXE openssh BRIARY sshd BRIARIARSS I OS5 9 8022

sshd
nmap 127.0.0.1

Starting Nmap 7.80 ( https://nmap.org ) at 20206-04-20 13:42 CST
Nmap scan report for 127.0.0.1
Host is up (0.0023s latency).

Not shown: 999 closed ports
PORT STATE SERVICE
8022 /tcp open oa-system

Nmap done: 1 IP address scanned in 0.54 seconds

{E1t ssh RS

MRFBEFLE ssh fRSS, RFBE kill Riz#AERNA:

pkill sshd

BT F AR
Termux BUAREABIBMERTiERN, NREEAFDERNEFERRITNEDEBRS, TR
HISSHIE R I & IR IR AUINNIE, BIRSEHET !

Termux T8 SSH BRIABC B XHHRIER1RA $PREFIX/etc/ssh/sshd _config, HIRBEEFXMEE
X



PrintMotd no
PasswordAuthentication yes
Subsystem sftp /data/data/com.termux/files/usr/libexec/sftp-server

EYEHY Termux 0.94 BIRRAFIX31TECE, TERZRTHERE—TXMEE:
PrintMotd : @& BREFRMINAINIER HIg1 LRENNEE, HRF
PasswordAuthentication : 2 &/SAZBBIAL

Subsystem: SFTP fRSSHEXRAVIRTE

REEL

HAT passwd @< P ABEEIENERD:

passwd

New password:

Retype new password:

New password was successfully set.
B IR AE I
EMit T — T Termux # ssh FI%HL Linux FA—1, EBOREREERERF A,

ssh 192.168.31.124 -p 8022

# sqlsec @ com in ~ [14:38:31]
$ ssh 192.168.31.124 -p 8022
sqlsec@192.168.31.124"'s password:

https://www.sqlsec. com/2018/05/termux html
u0_a387@localhost

RedmiK20-guoguang

0S: Android 10

Device: Redmi K20 (davinci)

ROM: QKQ1.190825.002 test-keys

Baseband: msm

Kernel: aarch64 Linux 4.14.117-perf+
Uptime:

CPU: Qualcomm Technologies, Inc SDMMAGPIE
GPU: Qualcomm Technologies, Inc SDMMAGPIE
RAM: 4207MiB / 5557MiB

u0_a387@localhost |




B A ThHER

AABERENRS, B RBERITermux SSHRREBRIENER T
PC it /A A

SR TEP Clfi A AR E3:

ssh-keyge

BA—EOETE:

# sqlsec @ com in ~ [14:52:20]
$[ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/Users/sqlsec/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /Users/sqlsec/.ssh/id_rsa.
Your public key has been saved in /Users/sqlsec/.ssh/id_rsa.pub.
The key fingerprint 1is:
SHA256: 7bW1BMYMMzZ+M170UpG+0rGMF911i6WiR7DW5nNObuBg sqlsec@com
The key's randomart image is:
+---[RSA 3072]----+
| SRR
o B.o |
1@ .|
.0%== |
.S+o=+=0 |
+ *,00*+ , §
|
|
|

+0%*,

.. 000.
----[SHA256]

|
|
|
|
|
| .E* =.0.
|
|
p

# sqlsec @ m in@= [14:52:30]
$ 1s .ssh
id _rsa id_rsa.pub known_hosts

LAY RTE ~/.ssh BR NER 3 "X+ id rsa, id rsa.pub, known hosts

REEEE/AL id rsa.pub ENFFH A data\data\com.termux\files\home\.ssh {3,
=]

18512 I RBEIEN 4 A
£ Termux FRE

cat id_rsa.pub > authorized_keys



RESD 1s

authorized_keys id_rsa.pub

~/.ssh cat id_rsa.pub > authorized_keys

A SEl» cat authorized_keys

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQDT10t/JNI9rf/AvVcA+pXuoMDIc2Ltue8dAQz7XWM1215Zg9pyHXyPrbo1K1ZbEn20Tp

Y52ZutZufHeQf fVNt5+iGfjoUVWXjaBKwU1P91vvKGn9fdU/icilILWOhqeP9VN71RdZ+TJR8T3fp62yYOCYXKIw7w5LevY5rt3/JmAyd
JACEWOMH12s+9u45jCmBLK8KAHZF7D9hQF63LBwgn75sXrd5boY+Y7WWMb9k3N1jtaK3ArrENOeESWSIOTMKFiCdkdx0OhgOtH7iT38WXx
/8TXLtFxBsIRALBY4GPrY9+Z5gFwpqWwMrxXwTJxR38QiHE2H6/e/Ifi7TD2k1Tgf8rOKvJIRteAdevSL9oVGhzjr1MQeHAON22qKmDG6
xhVOqEGTq0/3Fp6GQJBDB6iR2sPA3LRPXetVIVBHaiqeBb+1YSgIpWFOXNjEQymFFPjB3Byf88dHWeAT9UlsXBwbI/41gr3tOFFf7afvw
dt/gTctlL/RBWyAyM4ZtOwExfoE= sglsec@com

OK MAERBRRET ATAAT, BABH—T SSH WEE X, *ERBEFIL:

vim $PREFIX/etc/ssh/sshd_config
ol
PasswordAuthentication yes
(EBOp)
PasswordAuthentication no
RRICFER—T SSH ARSS:
pkill sshd;sshd
REENHXADEEMAI B ANAERT, TERABBLENRZE:

ssh 192.168.31.124 -p 8022

sqlsec @ com 1n ~ [15:08:56]
n 192.168.31.124 -p 8022

https://www.sqglsec.com/2018/05/termux.html
u0_a387@localhost ]

Termux x4 XA FA%A

B Lt—F2E, BRIAABEZRMET AMANEFRET . BATNIMERILE Termux InEmM LT
PxMEENLE, Bt LMY,

B5ETE Termux B4 B FREART:



ssh-keyge

MRt =7E ~/.ssh BRERTNER 3 X4 id rsa, id rsa.pub, known hosts

R/ AHBIE N RIIIEX 4

cat id_rsa.pub > authorized_keys

[~/ ssh K

authorized_keys id_rsa id_rsa.pub

~/.ssh cat id_rsa.pub > authorized_keys

Sl cat authorized keys

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABQQDX/3AHILxoKVCVMWcdwut2Lb3TIU3N41mV5uht8NzxwU2b45td5U8qVzoAmBrS6QQKQce

HJrfY/kR9IVsgeLRoeJQwbVf5SIMkZFRBOR/WeSpfqynp77FTVwtTWuBrup8mvv3zt1IBE2H15GmpaGW/XLWLY rfNACNrcZyjnoY5MRVs
UwiJZx+Mzp6f13yUZvT5RGhZVFrAZWzqPLMpc7BXj1lh3idv/wV/RPEOc+LHR2ZCKmnRV2yYJtKR2nF8Ha5jFbcvIWUCCvLZ5e3b+0Fxae
jLOVvi7SV8CLc2YTxhJghVulmdM5pas+1UEYGx8/zADjUYWMiBEbWGKr4yn5284h2s46yLsVdJcbb87uro3+PsV61GrIkmFwt53SzmCFd
m7DBSTqBY+75v3NRbYIBBSdf5H3MDfs1ntFvmNCRqAsuAlKxx/hun0d8VS28dBNTSItL332CLiiyvjjmnBmOLTA8JYrr37uRbBWYeG9C4
KbznKIyWhX/0QtU@/V3alPDAxs= u@_a387@localhost

&Y% id_rsa.pub A TEI T, #ENZEIPCiHLE, HIEF 600 AIFRE:

chmod 600 id_rsa
AREET -1 FennEFAEAr A BT ARKINEEE] Termux:
ssh -1 id_rsa root@192.168.31.124 -p 8022

# sqlsec @ com in ~/Downloads/termux_ssh [15:21:13]
$ -
id_rsa

sglsec @ com in ~/Downloads/termux_ssh [15:21:13]
$ chmod 600 id_rsa

# sglsec @ com in ~/Downloads/termux_ssh [15:21:23]
sh -1 id rsa root@192.168.31.124 -p 8022

https://www.sqlsec.com/2018/05/termux.html
u0_a387@localhost |

Zlt, Termux ssh E#ZR 3 MANEERIT T, EDECTALREINER pc mEMRATME NAEE, X
BRIBUR rsa TATAMEERINPR, B {EPCIRIZIZEIRS B,

pkg install aria2

At B RIARSS



aria2c --enable-rpc --rpc-listen-all

EA rpe BEBIALIFME 6800 IO, BENEH1E FEAIWeb R EEEIRIE.
webui-aria2

XETAria2f9FR I E JEAra2 H3E T WebF & IR IFERE MR BERE,

git clone https://github.com/ziahamza/webui-aria2.git
cd webui-aria2
node node-server.js

HEnodeXiniT, IRB LK 1E(EMA pkg install nodejs K&K

FERBRE EREZRRN BB UARIERN A ariaz2 K TFHBEEZXEF FRIIRRE.
you-get

— P @LITINER, T THEAWENIN, BAISHNEARAINSEELTR, EXXEMR
TERISBHINAE,

%3 you-get
E G ARERXNRME
Python3 MIRIGHREMIE FIASE EXH TFATFE) - (Python,

pkg install python3 ffmpeg -y

pip3 install you-get -i https://pypi.tuna.tsinghua.edu.cn/simple some-package
4% you-get

pip3 install --upgrade you-get

T B iht045

RMIAZ THERESERR, BEBATAIUS LA AT HER:

you-get -i https://www.bilibili.com/video/BVImE411L7Rg

site: Bilibili
title: Python WebFr&2ZDjangoE -{EBSimpleUi
streams: # Available quality and codecs



[ DASH ]

- format: dash-flv
container: mp4
quality: =5 1080P
size: 12.9 MiB (13525977 bytes)

# download-with: you-get --format=dash-flv [URL]

- format: dash-flv720
container: mp4
quality: =8 720P
size: 11.3 MiB (11834935 bytes)

# download-with: you-get --format=dash-flv720 [URL]

- format: dash-flv480
container: mp4
quality: BT 480P
size: 9.8 MiB (10274269 bytes)

T & 720P 5T
you-get --format=dash-flv720 https://www.bilibili.com/video/BVImE411L7Rg

9:50 0.8K/s B © .l Sl =, 4

B you-get --format=dash-flv720 https://www.bilibili.com/video/BV1mE411L7Rg
site: Bilibili
Python WebFF& ZDjango:{k-fEMASimpleUi

- %ormat: dash-f1v720

container: mp4
quality: =ia 720P
size: 11.3 MiB (11834935 bytes)
# download-with: you-get --format=dash-flv726 [URL

Downloading Python WebFF& ZDjango3ft-{fEFASimpleUi.mp4 ...
100% ( 11.3/ 11.3vB)  HENE— R (2 /2 ]
Merging video parts... Merged into Python WebFf& ZDjango3=ft-{f£FSimpleUi.mp4

Downloading Python WebFF% ZDjangoZEft-fEFISimpleUi.cmt.xml ...
= 1

THEMZTERREA

THNUKECSHRERFF, BRKFIECERNRE, REREEH R




ze| BEMARBFERIIEFALEES

Q E¥GG 2016-10-18%]

(O} &3 IS (292061 b THSE

OB RER/IE/RE
EREL: 131 HBEER: 4057 @ AEHTERDE

w MEFA. BEREER

=

WED=
B LIES WiL (493) K=
=t EE: MEFR
¥ ® >>>00 cut
O QuiFR
¥ @ Aspire Cell QQZ(a)
L J Asphyxia ) (») B
m /)
® @ Anesthesia Ve &S Mg
¥ © Alittle St Val
o | T
L J A Moment Apart [50) (>) oDl

BEREAT2ENMIEETEF A NEHEE

E#% you-get BRI R PT IAE R HEE T &bl 7

you-get 'http://music.163.com/playlist?1d=489221140"

10:25 we3.7K/s B © Ll tll B @D #

B you-get tp://n

Downloading cover.jpg ...

160% ( 0.1/ o.1mB) i ([ 1/1] 1 MB/s

163 .com

0006_1. >>>

MP3 (audio/mpeg)

2.24 MiB (2347302 Bytes)

Downloading 600_1. >>>.mp3 ...

100% ( 2.2/ 2.2vB) N [ 1/1] 4 MB/s

163 .com

001_1. Air

Unknown type (None)

4.56 MiB (4783167 Bytes)

hexo storage usbtest.c www
' plorer4.40.zip termux-ohmyzsh webui-aria2 BENSAEHEITEFRASNEBEE
nohup.out usbtest rdpress-5.4-z| if

1s
B 1s BB E i IE R RN E B

cover.jpg



http://music.163.com/playlist?id=489221140

BEREE

E Termux RIBAMRIFRISZFF Python , PRIAJLFFTIBE A python EMNZRE T BERZE A BASTRAVIETT
AN, FIUEN X THIRER/RHMIIET ESOANESP R ENTE TR, SRAKKEANERS
EAXH TRERIE) - Kali NetHunter) &7, BEEEFINEALZE—T Kali Linux &5, EXET
MR RTEN, BEENEERETIAEEEHE L.

Exiftool

— PR ANTHIEEEENTR, CTFMISCRLETFE LR EERE, iRk ios BHFABENBLENER
BEEETF GPS IR, (£ Exiftool A ARBIMNEERESERER.

pkg install exiftool
TEHEE— TEXENRNRFHIEE SRR FTHIEER:

cd ~/storage/dcim/Camera
exiftool IMG_20200424_073210.3pg

Create Date 1 2020:04:24 07:32:14.346565

Date/Time Original 1 2020:04:24 07:32:14.346565

Modify Date 1 2020:04:24 07:32:14.346565

Thumbnail Image . (Binary data 14289 bytes, use -b option to extract)
GPS Altitude : @ m Above Sea Level

GPS Date/Time 1 2020:04:23 23:32:08Z

GPS Latitude 3= 17T 438" H

GPS Longitude TN HE 1 C A

Circle Of Confusion : 0.006 mm

Field Of View : 69.4 deg

Focal Length : 4.8 mm (35 mm equivalent: 26.0 mm)

GPS Position AN g Y AT H 17T b 17 IR A F
Hyperfocal Distance

Light Value

~/storage/dcim/Camera i |

ESC 2

15 GPS NEERITD, BhLERMAINEMLZI T A,
Metasploit

Metasploite EETop10LEZ—, ®REKEE, T2EMIENETREZ—, WEBAEETMRIBE
o =1
SIS,

Android 7 +

Bal Termux B A pkg BEZLXIFHIELE Metasploit 7, {B2{ERT Android 7 RE I LR,
BN TREGLEITRE, THEIZAYIOHAESL (HAEAESEREN)



#  PBRARER
pkg install unstable-repo

# TE msf
pkg install metasploit

I T PR IA R MARIN T :

Success. You can now start the database server using:

pg_ctl -D /data/data/com.termux/files/usr/var/lib/postgresql -1 logfile
start

2020-04-21 12:54:36.233 CST [8294] LOG: 1listening on IPv4 address
"127.0.0.1", port 5432

[*] Metasploit Framework installation finished.
W: APT had planned for dpkg to do more than it reported back (0 vs 4).
Affected packages: metasploit:aarché4

B AE R postgresql BLEMINEITHE 127.0.0.1:5432 ix[17, metasploit:aarch64 LRI,

Android 5.x - 6.x

ERENL ERAEARZEF unstable-repo, FIARBERITU T L FNLRET:

curl -LO https://github.com/termux/termux-
packages/files/3995119/metasploit_5.0.65-1_all.deb.gz
gunzip metasploit_5.0.65-1_all.deb.gz

dpkg -1 metasploit_5.0.65-1_all.deb

apt -f install

TRITIEMT O

RRNIFZFTESRREM Ruby gem, EUEERERKINE, ELERTHMZE], 1BEZXHA Termux &
13, EJ”\UT’H“E% —EZFOMSHLRRIY, BZiOEFRFAE,

EFaBIEREAERE, IFNRNANREERS, ARBIXTRRIZFLELZEM
WET, AAUAEN T RERMIZRE S TIE,



13:00 0.2K/s B © .all Sl & @D #

msf5 > version
Framework: 5.0.83-dev
Console : 5.0.83-dev
msf5 > db_status
%] Connected to msf_database. Connection type: postgresql.
msf5 > search cve_2019_0708

Matching Modules

Disclosure Date Rank Check Description

@ auxiliary/scanner/rdp/CNEH2eHONB708 _blueckeep 2019-05-14 normal
eep Microsoft Remote Desktop RCE Check

1 exploit/windows/rdp/ENicE20MONB788_bluckeep_rce 2019-05-14 manual
eep RDP Remote Windows Kernel Use After Free

ESC | /

Termux &% MSFRIRHRS B L BIF postgresql 7 B EFi ruby Arads, MSF #5418 B E
A db_status AJABEIIEEEZIER. =AY MSF5 lRABZAE cve-2019-0708 B exploit 7.

Netcat

NCIENMEZLEANHLEET]), — M EEMEANIE, netcat RIEBRFIMAMA, HAFEER
EBBNmMapiZFIIES . nc mLMNFABIEIUSERNXBEXE: ncan L iz
BRincatEE&EME TnmapRHE, LRZENmap/EMelMER ncat L7, MRIFAELE nmap

] AR LI ncat ap <

# T
pkg install netcat

# MRAER
netcat --version
Ncat: Version 7.80 ( https://nmap.org/ncat )

Nmap

mOPENETE, ERENEFBMR (FEN, AEN) LEITLANAMIERNRE: nmap -
sT -A localhost !l
Z3% Nmap

Termux;REEIETE TNmap, FRAR R L E s

pkg install nmap


https://www.sqlsec.com/2019/10/nc.html

) "« @ 511
nmap www.jianshu.com
btarting Nmap 7.70 ( https://nmap.org ) at 2018-05-02 17:11 CST
map scan report for www.jianshu.com (223.111.213.30)
ost is up (0.026s latency).
'DNS record for 223.111.213.30: promote.cache-dns.local
: 927 closed ports
STATE SERVICE
open http
open hosts2-ns
open xfer
open ctf
open kerberos-sec
open su-mit-tg
open dnsix
open metagram
filtered msrpc
filtered netbios-ssn
open https
open snpp
filtered microsoft-ds

CTRL

Hashcat

HashcatZ R ERROBBEERET, 2—TXHFZTa. SEANFRN A TIA,

B A:https://hashcat.net/hashcat/

Github:https://github.com/hashcat/hashcat

AERNS—RXEEEFEIFMNEIERNTARIRITEA  Hashcat®2>]i0F

4 Hashcat

Termux;EEE 297 T Hastcat, FRIAFRNILREMRAR—SZHm<SENA:

pkg install hashcat

Hydra

Hydra@Z BNEZHRATHCH—RFREZNEBE LR, BHSSHIMySQLX— IR R L B R,
BRI WinowsiY3389 RDPHIIE RMRET, EN—RE THEFE AT HydraX B Windows
RDPANELE TR AR A BINEM LK. IRARENZRRATE, HFWindowsFERIXFRIER T
B.:https://github.com/shack2/SNETCracker

%% Hydra

pkg install hydra


https://hashcat.net/hashcat/
https://github.com/hashcat/hashcat
https://www.sqlsec.com/2019/10/hashcat.html
https://github.com/shack2/SNETCracker

D Vs B 5:27

[DATA] max 7 tasks per 1 server, overall 7 tasks, 7 login tries (1:1/p:0), ~7 try per task

[DATA] attacking ssh://192.168.1.8:22/

[VERBOSE] Resolving addresses ... [VERBOSE] resolving done

[INFO] Testing if password authentication is supported by ssh://sqlsec@192.168.1.8:22

[INFO] Successful, password authentication is supported by ssh://192.168.1.8:22
target 192.168.1.8 - login "sqlsec" - pass "sqlsec" - 1 of @ [child 7] (0/0)
target 192.168.1. login "sqglsec" pass "" - 2 of @ [child 7] (0/1)
target 192.168.1. login "sqlsec" pass "123456" - 3 of 0 [child 7] (0/2)
target 192.168.1. login "sqglsec" - pass "P@sswOrd" - 4 of @ [child 7] (0/3)
target 192.168.1. login "sqlsec" - pass "root" - 5 of @ [child 7] (0/4)
target 192.168.1. login "sqglsec" pass "123456789" - 6 of @ [child 7] (0/5)
target 192.168.1. login "sglsec" - pass "wss" - 7 of 0 [child 7] (0/6)

[STATUS] attack finished for 192.168.1.8 (waiting for children to complete tests)

[22][ssh] host: 192.168.1.8 login: sqlsec password: wss

of 1 target successfully completed, 1 valid password found

[WARNING] Writing restore file because 1 final worker threads did not complete until end.

[ERROR] 1 target did not resolve or could not be connected

[ERROR] 7 targets did not complete

ydra (http://www.thc.org/thc-hydra) finished at 2018-05-02 17:27:04

SQLmap

SQLmap ZE_ghﬁHEELL/U—lUS*UﬁﬁSQL/EE)\/Fﬁ/HE’]%%ﬂ:/ﬁIE E A1 Eiﬂji I=iE] SQLmap 35
Python3 kRA&T

%4 SQLmap

BA1EE git clone JRIB, #AFIEIT sqlmap.py X{F:

git clone https://github.com/sqlmapproject/sqlmap.git
cd sqlmap
python sqlmap.py

sqlmapXz#5pip&iR T, FAAEINER: pip install sqlmap RHATTLER AGERIR FEE
sqimap#ieIAT, +5H1&.


https://github.com/sqlmapproject/sqlmap

s B 5:09

python2 sqlmap.py

{1.2.4.23#dev}

http://sqlmap.or

sage: python sqlmap.py [options]

Eqlmap.py: error: missing a mandatory option (-d, -u, -1, -m, -r, -g, -¢, -x, --wizard, --upda O

e, --purge-output or --dependencies), use -h for basic or -hh for advanced help

python2 sqlmap.py --version
i

1.2.4.23#dev

xray

xray B RFRHFTRH Web imEiFiESE, EBRANRIGEHSETTEN, ARRIXRFXExray Webi3H
2@ FIIDECEWR T xray FESRNERER, EBREYOERE xray EATBEREAT AT arme4
HORRZR, FBAIEIL Termux RAZBFIAIBAMIRIEZE T, FHSEEZEHRAERAIEE,

BAIMAK it https://github.com/chaitin/xray/releases

GithubiE{&ih & fotthdit:https://release.fasteit.org/chaitin/xray/releases

THEREERZRIGTES:

# TEHEE

mkdir xray && cd xray

wget

https://release. fastgit.org/chaitin/xray/releases/download/0.21.0/xray_Llinux_a
T™mé64. z1ip

unzip xray_linux_armé4.zip

# BIIET
./xray_Llinux_armé646


https://www.sqlsec.com/2020/04/xray.html
https://github.com/chaitin/xray/releases
https://release.fastgit.org/chaitin/xray/releases

./xray_linux_armé64 webscan --listen 127.0.0
.1:7777 --html-output test.html

0.21.0/815971c3/COMMUNITY

Loading poc file from config file...
poc-yaml-74cms-sqli-1
poc-yaml-74cms-sqli-2

1N

FJy Termux eI Python Ml Perl HIES, FIMERSMENERLZETRERTARELRN
T, REEMA——HET,

B A il

Termux B—LEEIMEBAITHEE, AT ORI REBE A URERIXLEINEE, WM& 1R iR F-Droid
BEM Termux IEEEETUNEETEHMN, HE—NREFETEEMRAET Google Play B9kRAS, AZXKH
1THRIE,

Termux:API

Termux:API, PIRTIAEFHEHLIE ZMRIBININEE. EAB——T%FRMN AP, RO,

HEETLIE

ZETermux:API
T &tk

o Termux:APl Google Play T &ttt
o Termux:API F-Droid T Etht

1B7)7£Google Play 1 F-Droid Z [B}E & %% Termux F 4.


https://play.google.com/store/apps/details?id=com.termux.api
https://f-droid.org/packages/com.termux.api/

Termux:API
)- 97% (3t 1.49 MB)

2429 Play RIPHLHIIEIE

45 app R

& Termux-api IMEEREFEE, AMNBNIFEEZFINMREEELS X1 APP IR EERFT
T, BETHRENHMRMASRTIRAAFNERT .

0.6K/s 3 © [N il Sl = 4

Termux:API

FREWIFI

KERES

ZI# Termux-api 34

FHZREST Termux-api BIAPPfE, Termux LB EMNTNZEN NN EET A S FEEEGHET

RE,

pkg install termux-api
TERIIZE—LATER AN BERMEZXT Termux-api MiE BRESEEH XY
RN E{EEBHEX
IREXEHE R

termux-battery-status

S8, ROERZISONER., AIUBRIRMN-EERRNR-EERDLE-RERTRF



"health": "GOOD",

"percentage”: 100,

"plugged"”: "UNPLUGGED",

"status": "DISCHARGING",
"temperature": 24.600000381469727

3
KEEER

termux-camera-info

SHE, BEIEBRISONER,
FENENRIIR
SHE, BEIEBRISONER,

termux-contact-1list

termux-contact-1list

"name"” : "Demon",
"number"”: "15¢ &= ..73"

"name" : "Winter",
"number": "18F 2"l 22906"

BRI
termux-infrared-frequencies

R ELBER

FTSH, REBHZISONIET

termux-telephony-cellinfo

EEFNEERER
TS, WEEHRISONIE



termux-telephony-deviceinfo

E YR SERmli IR ElE:

"data_enabled": "true",
"data_activity": "dormant",
"data_state": "disconnected",
"device_id": null,
"device_software_version": "00",
"phone_count": 2,

"phone_type": "gsm",
"network_operator": "46001",
"network_operator_name": "FAEEXE",
"network_country_iso": "cn",
"network_type": "lte",
"network_roaming": false,
"sim_country_iso": "cn",
"sim_operator": "46011",
"sim_operator_name": "HREEGE",
"sim_serial_number": null,
"sim_subscriber_id": null,
"sim_state": "ready"

KX tts IEESIZER
termux-tts-engines

byl SN T

[
i
"name": "com.google.android.tts",
“label": "Google XFH:IEH5|L",
"default": false
£,
i
"name": "com.xiaomi.mibrain.speech",
"label": "INEBIEG5IE",
"default": true
§
]

FEL USB iRT(ER



termux-usb [-1 | [-7] [-e @&%] &&]

RIS
-1 AT IR E
— 57 MRERBFIR, WER NRIEKRITIFE
-e command HATIEEN® S

Android Termux TZEiZE USB IS E URMIHME, KRHEELRN MMREIE:
pkg install termux-api Llibusb clang -y

BEABRILABRREIT.
TEEYCHREFRER— X AP A(EARA:

BZE R Android B9 USB iIR&EA:

$ termux-ushb -1

[
"/dev/bus/usb/001/002"

FIUERIE X 512GB 9 M.2 SSD BRERAEIIRP T CRIFFAEREIREKIEF, KUTR
—BARZEEELECSNFE T8 2333)

1B KIAE)ANBR:
termux-usb -r /dev/bus/ush/001/002

Access granted.

TEAFTISHERBEBER N USB BENET:

usbtest.c

#include <stdio.h>
#include <assert.h>
#include <libusb-1.0/1libusb.h>

int main(int argc, char **xargv) {
Llibusb_context *context;
libusb_device_handle *handle;
Libusb_device xdevice;
struct libusb_device_descriptor desc;
unsigned char buffer[256];
int fd;
assert((argc > 1) &8 (sscanf(argv[1], "%d", &fd) == 1));



assert(!libusb_init(&context));

assert(!libush_wrap_sys_device(context, (intptr_t) fd, &handle));

device = libusb_get_device(handle);

assert(!libusb_get_device_descriptor(device, &desc));

printf("Vendor ID: %04x\n", desc.idVendor);

printf("Product ID: %04x\n", desc.idProduct);

assert(libusb_get_string_descriptor_ascii(handle, desc.iManufacturer,
buffer, 256) >= 0);

printf("Manufacturer: %s\n", buffer);

assert(libusb_get_string_descriptor_ascii(handle, desc.iProduct, buffer,
256) >= 0);

printf("Product: %s\n", buffer);

assert(libusb_get_string_descriptor_ascii(handle, desc.iSerialNumber,
buffer, 256) >= 0);

printf("Serial No: %s\n", buffer);

libusb_exit(context);

REBATEER ERAEXRUSBIREN—LEERER, SHMERNNREER. LR NFE—T:
gcc usbtest.c -lusb-1.0 -o usbtest
WIFTRESERAHITHXY usbtest , & FHBET X APl SEHITXN X4

termux-usb -e ./usbtest /dev/bus/usb/001/002

Vendor ID: 152d

Product ID: 0576

Manufacturer: Hikvision

Product: Hikvision External Disk
Serial No: 0123456789ABCDEF

FELE 2REE 7 FeRY 512GB fY SSD ERRRERMEY BREL, B 7@ 7T bt~

RENHBIWIFIERER



termux-wifi-connectioninfo

]
"bssid": "xx:xx:00:00:00:00",
"frequency_mhz": 5785,
"ip": "192.168.31.124",
"link_speed_mbps": 130,

"mac_address": "xx:xx:00:00:00:00",

"network_id": -1,
"rssi": -69,
"ssid": "<unknown ssid>",

"ssid_hidden": true,

"supplicant_state": "COMPLETED"

IREX WiFi 13558

EY67E Android 10 3B RIMAATIEX N APl A ARIEI—I05 BRIMMATH T ERIE 2 MUA1RZE
[=]:

termux-wifi-scaninfo



0.00K/s [l % © ¥ 52 63% @ 10:15

"ssid": "<unknown ssid>",

fro— -

termux-wifi-connectioninfo

"bssid": "14:79:f3:d8:bf:d8",
"frequency_mhz": 2462,

"ip": "192.168.1.3",
"link_speed_mbps": 72,
"mac_address": "02:00:00:00:00:00",
"network_id": 0,

"rssi": -46,

"ssid": "CMCC-ecVv6",

"ssid_hidden": false,
"supplicant_state": "COMPLETED"

termux-wifi-scaninfo

"bssid": "14:79:f3:d8:bf:d8",
"frequency_mhz": 2462,
"rssi": -44,

"ssid": "CMCC-ecVe",
"timestamp": 118918409270,
"channel_bandwidth_mhz": "20"

"bssid": "60:de:f3:68:bd:ad",
"frequency_mhz": 2462,
"rssi": -71,

"ssid": "CMCC-sGM2",
"timestamp": 118918129377,
"channel_bandwidth_mhz": "20"

"bssid": "44:97:5a:98:1f:22",
"frequency_mhz": 2417,

"rssi": -78,

"ssid": "FAST_207",
"timestamp": 118917148893,
"channel_bandwidth_mhz": "40",
"center_frequency_mhz": 2427

ESC CTRL ALT




HRIREIRFHEX
AERRRE
termux-brightness [=FE]

=ERETE 0~ 255 28, EDCXEMILT 255 F AR FINNEAZE
?E;sl!: o

termux-camera-photo [-c camera-id] output-file

camera-id: 18#LAY id, EAIAZ O, 184 id ATABE FREERY an 2 SRIREX

TEMNEG<RT €A 81lid 7 0 BlEERENRBEGD 1 AEIEEN), REFEHOXEHESRIRET &
=Y guoguang.jpg

termux-camera-photo -c 0 guoguang.jpg

EXET TRERBLHRNERL, BREANTE. ERIMREARE, JEERNMNEFNES TR
BRMRERA, Termux BUBENEE EERBHEI R BIFNMML.

K5Iz BEFIAR
BEEYABGIRAS

termux-clipboard-get

IREMHIBEIEIRASE

termux-clipboard-set PHPER FRIFHNES

0.02K/s .)B © or @ .2

termux-clipboard-get

BENKREREE
termux-clipboard-set PHPzEtﬁgg_tE—§¥BU”E_L

termux- cllpboard get

ARARRTHESE



BERBARRS TEZR, MREEEME, MEEXEUNENSERBRE TENXERIMEST
termux-download [-d ¥iR] [-t tF&R] TFHAIBRbiL
EYRYER:

termux-download -d 'Termux FEMNARX' -t 'QQ.apk’
"https://qd.myapp.com/myapp/qqteam/QQ_JS/qqlite_4.0.0.1025_537062065.apk "

EETHQQ.apk
*E AR EINE

BiEES) USB @i

GRS R A

Z APl {{UGER T Android 6 RREDA ERRZA, FRZE@MSER, iR[E JSON 81,

termux-fingerprint



T""""""""""""""""""""""""""""'"""""""""""'!
Authenticate

15 AR IR e UL /R as

CANCEL

"errors": [],

"failed_attempts": 0O,

"auth_result": "AUTH_RESULT_SUCCESS"
!

AL &5
termux-infrared-transmit -f KSR

SMERIESHME, a0 20,50,20,30 , {NERET2FRIEEL,
RRAFIENM
AR )SONIE

termux-location [-p BMAR] [-T7 EALER]

-p provider [gps/network/passive] (EKiA: gps)
-r request  [once/last/updates] (EAiIA: once)



termux-location -p network

REIAE CREMHBZITEFERAET HLENKRINERNLITIHR)

i
"latitude": xx.xxxxxxx,
"longitude": xx.xxxxxxx,
"altitude": 0.0,
"accuracy": xx.0,
"vertical_accuracy": 0.0,
"bearing": 0.0,
"speed": 0.0,
"elapsedMs": 7,
"provider": "network"

!

BB S5
{£AMedia Player APIHERIEERI 4,

termux-media-player [%<] [B¥]

A
info # ERHRIERES
play # RERBEIL
play <file> # HERISESH
pause # HEER
stop # {2 1EIR B

ElSCHISEPRIE R

# 1B hacker.mp4 MIH
$ termux-media-player play hacker.mp4
Now Playing: hacker.mp4

# BELRERER

$ termux-media-player info
Status: Playing

Track: hacker.mp4

Current Position: 01:28 / 15:13

# BB

$ termux-media-player stop
Stopped playback

Track cleared



THAZRM

termux-microphone-record [Z%}]

-d EREINZERF

-f <file> FHIEIFE X

-1 <limit>  {FRIEERREZRS (AR REA, FTREIH0)

-e <encoder> {EAIEEMNIZERIZH (cac, amr_wb, amr_nb)
-b <bitrate> {EFRIEEMLLSFRZF (MkbpsiEAI)

-T <rate> ERIBENRFERRS (UH2RERAL)

-c <count> (EFIEEMBERS (1, 2, ...) -
-1 FEAEXHRIRENER
-q BHRE

byl SNV T

$ termux-microphone-record -d

Recording started: /storage/emulated/0/TermuxAudioRecording_2020-04-20_19-50-
51.m4a

Max Duration: 15:00

$ termux-microphone-record -i
]
"isRecording": true,
"outputFile": "\/storage\/emulated\/0\/TermuxAudioRecording_2020-04-20_19-
50-51.m4a"
?

$ termux-microphone-record -q
Recording finished: /storage/emulated/0/TermuxAudioRecording 2020-04-20_19-50-
51.m4a

termux-notification [&IN]

AL ]
--action action BT EHNERITHOE
--alert-once AEEREBEN X HER
--buttonl text XARBERES— @R L

--buttonl-action action GNEBESE—MEHIREEHIT
--button2 text EE - MEMNIRE L ERXA



--button2-action action TEEZMBEIRE ERITHIENE

--button3 text EE=BHEY LR R
--button3-action action 7ESE="TENRH ERITHNIEBANIREH
-c/--content content ABEREBERFP BTk TFstdin

--group group BHA (5F—E@EN—RETR)

-h/--help SRILEEED

--help-actions ERactionfVEEE]

-i/--id id BHid (BEZUFHEERIMEBERIDINER)
--image-path path BERBEBNPERNEGIOEIT R
--led-color rTrggbb NHEAI L ed B IRRGGBB (BRINME: TT)

--led-off milliseconds  ZWEUEIBTITERNIRIER (BIME: 800)
--led-on milliseconds SEMETITENGR 2 =NZRE (BAME: 800)

--on-delete action BB ZERITHRIE

--ongoing BIEBH

--priority prio BHRER (&/1€/&K/&=1N/EKIN)

--sound BRINENES

-t/--title title Z RRAVBANTRE

--vibrate pattern R HE ESHME, W500,1000,200

--type type EFANBEHEFER (default/media)
IR B S

L{RE(FH --type media BIRHMERIFASEL

--media-next EEA T8 EHRITHRME

--media-pause FEGRR EERE ERITRE

--media-play AR BRURHE EHITHOIRME

--media-previous TR E—TiH ERITAVIRIE
E R ET:

termux-notification -t 'EXEITermuBFIMX' -c 'Hello Termux' --type default

E Y B9 Termuid@ 0303t
Hello Termux

)-

PRITERIE
termux-telephony-call [SH3]

IRITERIESS 10001 RERE EF MERAFRARE?



termux-telephony-call 10001

Il B B 1 3@ A0

termux-toast [EIN] [@EN]

priAlle
'h E/—_T—\%Il'}ﬂj]ﬁ%l%\
-b REEFE=RE (BIA: gray)

-c REXAEE (BRIA: white)
-g EBMEINNIE: [top, middle, or bottom] (EXiA: middle)

Ber] ARIMERIR tEalin:red BRAIBAR +7#FIMELN #FFo000 , FLMBIENEIFRE NEIAE.

El SR SEPRIER:

termux-toast -b white -c black Hello Termux

FFRIAFET

termux-torch [on | off]

A tts 1555

ERRAXAREZHESR (TTS) 3I1ZhENE,

termux-tts-speak [-e 5|Z] [-1 EBF] [-n XE] [-v TR] [-p BA] [-v EX] [-s ]
[ERAIE]

I T



-e engine # B(ERN tts 1BHSIE (N termux-tts-engines X &%)
-1 language # ERANESE7

-n region # IBEEHHEX

-v variant # BT

-p pitch # BEERIEAE, 1 RRIANEEE
-r rate #IESER, 1 ERIANERE

-s stream # BFERNZR (BIAE NOTIFICATION) Au]LAEIRALARM, MUSIC,
NOTIFICATION, RING, SYSTEM, VOICE CALLZ—

ESEBYSE RNt
termux-tts-speak -e "com.xiaomi.mibrain.speech" 'RRIELHFNEFEARANXEL LN

HER, BAERIEESIZRENET—B, XAFRTLARMBIMUA Termux ZIER/NEIEES | ERR—LIEE
T o

termux-vibrate [%&IN]
Al R R

-d duration # MEWARMUNTRNITENE (FAIME: 1000)
-f # HEFRMERIN T EHIRE

FIRFMER
termux-wallpaper [EI]
priAlTE iR

-f <file> # R file XHFIRNEER
-u <url> # M URL "3REXEELR

-1l # RYFREREE (Android N REME)
E a9t

termux-wallpaper -u 'https://cn.bing.com/th?id=0HR.BluebelllWood_ZH-
CN8128422960_1920x1080. jpg'
Wallpaper set successfully!

28, BRHEEGHIREEMAGIRIE SASMBRHE T XMEN FEEMF S SIHER,
F 2% # WiFi



termux-wifi-enable [true | false]

R B INHESR 4

EXPMIMEERE RBK, AIMSAFP#TRE., BtiEL2E JSON
termux-dialog [%IR]

EARRE:

-1, list  FUHFRA/ERE R EIEI
-t, title #MREREMAIIEENITE (FIE)

R R AE TEESEFRETR:
confirm
confirm - BRFHIATHEE
[-i "] XAFRTR (Flik)
[-t #&] REIEERE (A%)

b )

termux-dialog confirm -i 'Hello Termux' -t 'confirmillig '



confirm;Miz

Hello Termux

i
"code": 0,
lltextll. Hyesll
?
checkbox

checkbox - {FREFIEREZMME
[-v "III "] %4\15%2‘@%5%% (I/Z\ii)
[-t tdE] IREXTEENIRE (F]i%k)
EYhYTE R

termux-dialog checkbox -v 'Overwatch,GTA5,LOL' -t 'FRIEWITIE N '



RN IRVl

Overwatch

GTAS

LOL

CANCEL

"code": -1,
"text": "[Overwatch]",
"values": [
i
"index": 0O,
"text": "Overwatch"
f
]
§

counter



counter - RIFIEESTCEANIEKFE
[-7 &=/MA, &AHE, FiaE] 3NMERESKRA (I#EL)
[-t BRER] REXFENINE (Fi%)

E YR ER:

CANCEL

"code": -1,
"text": "181"

date



date - EEFE—7HHe
[-d "dd-MM-yyyy k:m:s"] FRTHHE/NEHEmLENSIimpleDateFormati®zl (FIik)
[-t ¥R&8] RESHEERRE (FIik)

E SR ER:

termux-dialog date -d 'yyyy-MM-dd' -t {REHELEHEAIZ?’

RV E HERZ?

< 202044 >

12 13 14 15 16 17 18

19621 22 23 24 25

26 27 28 29 30



CANCEL

i
"code": -1,
"text": "2020-04-20"
$
radio

radio - MEBIEIZHFPIEEFE—ME
[_v "l rr "] %/I\{EJEHE%BEF (M\ﬁ)
[-t #&&E] REMIFETE (FliE)
ECAER:

termux-dialog radio -v "/NEE,/NEE' -t '{REMERIE?



{REVIERIZ?

O hEE

O /\jEIB

CANCEL

]
"code": -1,
"text": "/N\EE",
"index": 0O
#
sheet

sheet - MREPL{ERFIEZFE—ME
[-v ",,,"] 2MERESRKET (L&)
[-t @] REXIEENRE (FIE)
ECRYER:

termux-dialog sheet -v 'IFEIG,EH'



"code": 0,
"'L'e.%"t".' ”ﬁ%”,
"index": 1
¢
spinner

spinner - MTHIHIEAZRFEREZE—E
[-v ",,,"] Z2TERESRKEF (k)
[-t &&E] ZEINFENGRER (FE)
ESERER:

termux-dialog spinner -v 'EY, YK -t RRERNEEE?’



(IS=E=S:NI=E

ESpsr

CANCEL

]
"code": -1,
"text": "EN",
"index": 0
§
text

text - WMANXAE (MRAKIEE/NEBYE, MWHEIME)
[-i $&R] XAHETR (FiE)
[-m] ZiT8AN (FIE) *
[-n] WAEF (FiE) +
[-p] WA (FILE)
[-t @] RENEENIRZ (FJik)
* RBESF[-m] 5 [-n] —i#C(ER

EHNET:

termux-dialog text -i 'BEE:' -t 'IEEINILSRIEVERARG '



1B RINIZGRIRNFERY

CANCEL

]
"code": -1,
"text": "666666",
"index": 0
§
time

time - EF—HIEME
[-t ] REXFEMNIRE (%)

E SR ER:



OK

CANCEL




{

"code": -1,
"text": "19:30",
"index": O
$
Termux:Boot

BATREEXBLTIERER, TESXERTEEMSGLT . (HRIFNFIIMEERRE, MREEE
=)

%X Termux:Boot

e Termux:Boot Google Play T&jithfit
® Termux:Boot F-Droid F#iihit

B )1EGoogle Play # F-Droid Z [B;R &% Termux 1 3@,

Termux:Boot

)-

4.0 %
46 FiFM

RE—TKRENNA, —RAZNENZENEN, EEEFE—TET, A—BNEEIXTXTAPP
U

{ERAE

LZESTRBHXTNARFRE, I ~/. termux/boot/ B, BEEAIEBHNMAKEXTERT
H, WRBEZIXMHENE, BOMREBRFIRFRT, UREBRFRIKEANERAT, EXEZARRES
=

b
1Z1T termux-wake-lock W<,

THE—THIVLBERE sshd BRBEVAIRIA, XHRIZERRZN: ~/.termux/boot/start-sshd REH
T:


https://play.google.com/store/apps/details?id=com.termux.boot
https://f-droid.org/packages/com.termux.boot/

#!/data/data/com.termux/files/usr/bin/sh
termux-wake-lock
sshd

TermuXx:Float

A Termux EZEFXER, BLELRERZ,

o Termux: Float Google Play T Ziithtit
o Termux: Float F-Droid T &itthit

1B )1EGoogle Play # F-Droid Z[B;R &% Termux 1 3@,

Termux:Float

)-

4.4 % 1000+
121 ZFiFEM TE

RERAR—TIRENNA, RECELERERL, ERRRAZNENLER

EENE:

I, TEME—TR


https://play.google.com/store/apps/details?id=com.termux.window
https://f-droid.org/packages/com.termux.window/

gives the same result.

bash4s echo $$
11015

bash4s echo $BASHPID

i o i $ echo $BASHPID
o o 7151
$ ps ax | grep bash
But ... 5640 u0_a106 0:00 -bash
7151 u0_a106 0:00 bash
iy’ vl 7183 u0_a106 0:00 grep bash
o "\$\$ outside of subshell = $$* $

echo "\$BASH_SUBSHELL outside of subshell = $BASH_SUBSHEL
echo "\$BASHPID outside of subshell SBASHPID®

echo "\$\$ inside of subshell $S

echo "\$BASH_SUBSHELL inside of subshell = $BASH_SUBSHEL
echo "\$BASHPID inside of subshell $BASHPID" )

# Note that $$ returns PID of parent process

$BASH_VERSINFO[nN]
A 6-element array conts

Termux:Styling

Termux B AR T RiGH—LEELHER
A LG Termux EZEFLER, BLELRERZ,

e Termux:Styling Google Play T #iithilt
e Termux:Styling F-Droid &bt

1B7)7£Google Play 1 F-Droid Z [E}R &% & Termux F 4.


https://play.google.com/store/apps/details?id=com.termux.styling
https://f-droid.org/packages/com.termux.styling/

Termux:Styling

)-

15+

TEIREX

REEE—MURIRIA, BARIAIEN—RREMACETMAR M EMNET, BEMBERE
St — FESHTRILE.

Termux:Widget

BMH7T Andorid B9 Termux /) &84,

e Termux:Widget Google Play T &iithilt
e Termux:Widget F-Droid &btk

1B 717E£Google Play 1 F-Droid Z [BJR &% Termux 1 i@,


https://play.google.com/store/apps/details?id=com.termux.widget
https://f-droid.org/packages/com.termux.widget/
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cowsay

cowsay R R—TEBNGS, ESH ASCI EFSSE, EMFSEMY, B W® ETNBE
M, RIGHE Termux UERTXMNIA.,

pkg intall cowsay
cowsay -f =¥ KB

RE T

$ cowsay -1 list

Cow files in /data/data/com.termux/files/usr/share/cows:

beavis.zen bong bud-frogs bunny cheese cower daemon default dragon
dragon-and-cow elephant elephant-in-snake eyes flaming-sheep ghostbusters
head-in hellokitty kiss kitty koala kosh luke-koala meow milk moofasa moose

mutilated ren sheep skeleton stegosaurus stimpy three-eyes turkey turtle
tux vader vader-koala www

EyeayiE Bl

cowsay -f eyes SEIMNEFEK="

cowsay -f eyes 'fawa E9MEEK="

SSSSS#H#WX! <!PTTTUNSSSS"  SSSSSSSS#

$S88S  SSSUX 1 ITUWSSSSSSSSS 488888+

A$SSB SSSS\ $SSSSSSSSSSS  dSSR”
"*$bd$SSS ' %$8SSSSS8S8SSSo+#"

=21
figlet

FIGlet @SIE—MERENBLITIARER, AT EIE ASCI logo,



pkg install figlet
figlet -f Fk 'XART'

RE T

ls $PREFIX/share/figlet

646-ca.flc 646-jp.flc 8859-7.flc circle.tlf mini.fLf
smbraille.tlf

646-ca2.flc 646-kr.flc 8859-8.flc digital.flf  mnemonic.flf
smmonol2.tlf

646-cn.flc 646-no.flc 8859-9.Fflc emboss.tlf monol2.tlf
smmono9.tlf

646-cu.flc 646-no2.flc asciil2.tlf emboss2.tlf  mono9.tlf
smscript.fLlf

646-de. flc 646-pt.flc ascii9.tlf frango. flc moscow. flc
smshadow. f1f

646-dk. flc 646-pt2.flc banner.flf future.tlf pagga.tlf
smslant.flf

646-es.flc 646-se.flc big.flf hz.flc script.flf

standard. flf

646-es2.flc 646-se2.flc bigasciil2.tlf ilhebrew.flc shadow.flf
term.flf

646-fr.flc 646-yu.flc bigascii9.tlf ivrit.flf slant.flf
upper.flc

646-gb. flc 8859-2.flc bigmonol2.tlf  jis0201.flc small.flf
ushebrew. flc

646-hu. flc 8859-3.flc bigmono9.tlf koi8r.flc smasciil2.tlf
uskata. flc

646-irv.flc 8859-4.flc block.flf lean.flf smascii9.tlf
utf8.flc

646-it.flc 8859-5.flc bubble. flf letter.tlf smblock.tlf

wideterm.tlf

E YRR R

figlet -f future 'www.sqglsec.com'

‘'www.sqglsec.com’

hollywood

£ Linux BigRNEFRISERER®, RRECE—RERE.



pkg install hollywood
hollywood

PERLDBMFILTER(1)
Perl Programmers
Reference Guide

Change: 2020-04-21 08:48:02.252505559 +0800

Birth: -
CRGER BT :hollywood#

ESC I

Pl

neofetch

0=y

Neofetch E— /" E2EEMNHSTRAREE

TER,

pkg install neofetch
neofetch

u0_a387@localhost
_o 0_
+hydNNNNdyh+
+mMMMMMMMMMMMMm+
* dMMm : NMMMMMMN : mMMd *
hMMMMMMMMMMMMMMMMMMh

YR YYYNYYYYYYYYYYYYY

. mMMm - MMMMMMMMMMMMMMMMMMMM ™ mMMm .
: MMMM - MMMMMMMMMMMMMMMMMMMM - MMMM :
: MMMM - MMMMMMMMMMMMMMMMMMMM - MMMM :

: MMMM - MMMMMMMMMMMMMMMMMMMM - MMMM :

: MMMM - MMMMMMMMMMMMMMMMMMMM - MMMM :
-MMMM - MMMMMMMMMMMMMMMMMMMM - MMMM -

+yy+ MMMMMMMMMMMMMMMMMMMM  +yy +
mMMMMMMMMMMMMMMMMMMm
* /++MMMMh++hMMMM++/ °
MMMMo oMMMM
MMMMo oMMMM
oNMm- -mMNs

nyancat

TH. ERWRERXRASMEHNES, HE

00e0.2K/sB © .l Sl = ¥4

00000fcO 0O 00 00 00 00 O Screen must be at least 4
O 00 00 0O 00 00 00 00 00

00 00

00000ff0 e1 04 00 00 12 @

O 00 00 0O 00 00 00 00 00

00 00

00001000

14 directories, 96 files

em[3.7] Tasks: 36, @ /data/data/com.termux/fil
pl ] b es/home/www
— index.php
Log ended: 20206-04-21 08:
48:05 0 directories, 1 file

2! [ENSm 9x[1.6CHz SNMGHRH 711058492% 26020-04-21 08:50:15

T
\

IR
=F
Ell3
+H
ED

u0_a387@localhost

0S: Android 10 aarch64

Host: Xiaomi Redmi K20

Kernel: 4.14.117-perf+

Uptime: 14 hours, 17 mins

Packages: 125 (dpkg), 1 (pkg)

Shell: zsh 5.8

Terminal: /dev/pts/1

CPU: Qualcomm SDMMAGPIE (8) @ 1.804GHz
Memory: 3961MiB / 5557MiB

S



FATSE (359E: Nyan Cat) 2752011848 LfE7EYoutube BIMISH, HETIFRIBRLIFMLR, A#E2011
FYouTubeHl'TEREWMMPHRER, BIEXMVEDLREZ, FEIBGMEEREM, REBIAAK
AUMECEEREES.

pkg install nyancat
nyancat

0e0.6K/sB O .l Sl ¥

You have nyaned for 26 seconds!

{#H ctrl + c RIEFEERLEMEBEIF
screenfetch

Screenfetch @—"1ERATF Linux BI/hNTE, BFERASEEMASCIMEAILInux & 1ThHREFR.

pkg install screenfetch
screenfetch

screenfetch

RedmiK26-guoguang
0S: Android 10

\—_—/
——
Device: Redmi K20 (davinci)
ROM: QKQ1.190825.002 test-keys
Baseband: msm
Kernel: aarch64 Linux 4.14.117-perf+
Uptime:
CPU: Qualcomm Technologies, Inc SDMMAGPIE
GPU: Qualcomm Technologies, Inc SDMMAGPIE
L] =
] =

RAM: 4217MiB / 5557MiB

ESC




SREM Linux K1THRAY logo:
screenfetch -A K1TAR
MERNENLITHR logo B:

ALDOS, Alpine Linux, Amazon Linux, Antergos, Arch Linux (0ld and Current
Logos), ArcolLinux, Artix Linux, blackPanther 0S, BLAG, BunsenlLabs, CentOS,
Chakra, Chapeau, Chrome 0S, Chromium 0S, CrunchBang, CRUX, Debian, Deepin,
Desa0S, Devuan, Dragora, elementary 0S, EurolLinux, Evolve 0S, Sulin, Exherbo,
Fedora, Frugalware, Fuduntu, Funtoo, Fux, Gentoo, gNewSense, Guix System,
Hyperbola GNU/Linux-libre, januslinux, Jiyuu Linux, Kali Linux, KaOS, KDE

neon,

Kogaion, Korora, LinuxDeepin, Linux Mint, LMDE, Logos, Mageia,
Mandriva/Mandrake, Manjaro, Mer, Netrunner, Nix0S, OBRevenge, openSUSE, 0S
Elbrus, Oracle Linux, Parabola GNU/Linux-libre, Pardus, Parrot Security,
PCLinux0S, Peppermint0S, Proxmox VE, Pure0S, Qubes 0S, Raspbian, Red Hat
Enterprise Linux, ROSA, Sabayon, Sailfish0S, Scientific Linux, Siduction,
Slackware, Solus, Source Mage GNU/Linux, SparkylLinux, SteamQ0S, SUSE Linux
Enterprise, SwagArch, TinyCore, Trisquel, Ubuntu, Viperr, Void and Zorin 0S
and
Endeavour0S

REIRIERZ logo A:

Dragonfly/Free/Open/Net BSD, Haiku, Mac 0S X, Windows

sl

RREFAEZEIRE Is 56k sl B95EIR, FAMMEECHE T —TRFERF—T, X TMEFNERRE
B, MEIFMmA sl Wi ELIRS B —TAERRmE ~ ~

pkg install sl
sl



we3.2K/s B © Ll Sl B @D #

toilet

toilet ERFEHELEAFHNTIER, BAHETAFHSLEENSERE, ML, EE[EH
ENHSMABHMR, tE e, ERIES.

pkg install toilet
toilet -f FK -F BIBSE 'XAXES'

RE TFE:

$ 1s $PREFIX/share/figlet

asciil2.tlf bigmonol2.tlf emboss2.tlf mono9.tlf smblock.tlf

wideterm.tlf

ascii9.tlf bigmono9.tlf  future.tlf pagga.tlf smbraille.tlf

bigasciil2.tlf circle.tlf letter.tlf smasciil2.tlf smmonol2.tlf

bigascii9.tlf  emboss.tlf monol2.tlf  smascii9.tlf  smmono9.tlf
NEWNTENEMR:

$ toilet --filter list

Available filters:

“"crop": crop unused blanks

"gay": add a rainbow colour effect
"metal": add a metallic colour effect
"flip": flip horizontally

"flop": flip vertically

"180": rotate 180 degrees

"left": rotate 90 degrees counterclockwise
"right": rotate 90 degrees clockwise

"border": surround text with a border

Edbyr: NI



toilet -f monol2 -F gay 'Bilibili’

B toilet -f monol12 -F gay 'Bilibili

ALl —
Rim — 4ERS
Linux a2 1T P48, T EOZ2 XML http: //qrenco.de/

echo "https://www.sqlsec.com" |[curl -F-=\<- grenco.de

~ echo "https://www.sqlsec.com/2018/05/termux
html" |curl -F-=\<- qgrenco.de

-

':!-. I 1
‘=3,
Illillli

!I

0
o

S ccho "https://jq.qq.com/?_wv=10278&k=54fZxqE
|curl -F-=\<- qrenco.de
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ESC

P CTRL ~ —
IR TSRTINEE P IR 4, AEMUTARIREXET .

NEREL

FEXIKIR EMITermux DIVRISELEERNIFERZ, Youtube FRIASRHBRSHEREZE. SAERHE
ARA—HAET Termux UMK, SYETRXREXENIER, BNRKFEELERNRE, EXEXER
BILEZAINRE Termux K4S, {EA Termux RM—LR cool HEE, HIFHEE S rermux
B XELI~

BIMIRIRERZ B X EE R R—TMisER T AR SRAZEF! Thanks2(-w-)/

RU—TEENEE, ERXREXERARSHUENERR, RNONREEFE SHEG, REKR
NEFHSUEESEZRTERT, ERMEMAIEERNNIERE...

BERBETRIFT, XE SHNENKRERE 8 X, FEREMRE:
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HER BE7X *A

$8.32

BRI
US$0.00

US$0.13 US$0.96 US$1.57

A +US$0.13 A +US$0.60 (+167%) A +US$1.57
5 LAR—XHLE 5#i7R33tE 5XER—ERML

BR : Wik

&L 7 R5E—17 X3tk gE7X

PN ksl R HEAN v ActiveV.. v MERE v

9970 US$0.10 3030

+89 (+1%) +US$0.06 (+150%) -54 (-2%) SATEGIEE5.60t 13.56% 9
e \ =N
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